Golden Guardian 2005 Exercise Use Only

Executive Summary

Across our nation, all levels of government and private sector are working in partnership to secure the nation’s populace and resources from the threat of natural and man-made disasters.  On December 17, 2003, the President issued Homeland Security Presidential Directive/HSPD-8, “National Preparedness”. The purpose of HSPD-8 is to “establish policies to strengthen the preparedness of the United States to prevent and respond to threatened or actual domestic terrorist attacks, major disasters, and other emergencies by requiring a national domestic all-hazards preparedness goal, establishing mechanisms for improved delivery of Federal preparedness assistance to State and local governments, and outlining actions to strengthen preparedness capabilities of Federal, State, and local entities.”  This directive is modeled in California through the proactive endeavors of the Golden Guardian (GG) Exercise Series that is played out annually to ensure the interests of public safety, maintain and/or enhance service levels, and to secure our State’s infrastructure. 

The Golden Guardian Exercise Series was first introduced in California in 2004, and has become an annual exercise conducted to coordinate response mechanisms of city, county and state governmental entities, private sector and volunteer organizations in response to potential man-made events and natural disasters.  The goal of the Golden Guardian Exercise Series is to build upon the lessons learned from this and subsequent exercises conducted throughout the nation, as well as real-world events.  
The exercise series is in its second year and for the first time the Full-Scale Exercise (FSE) will be complimented with pre-exercise seminars and tabletop exercises to address roles, communications and recovery and mitigation measures.  Government roles were the focus of a September 2005 seminar for Governor Arnold Schwarzenegger and his cabinet officials, based on the GG 05 scenario and facilitated by the Naval Post Graduate School.  In November 2005, a pre-incident tabletop exercise will provide intelligence agencies the opportunity to work through communications processes among local, regional, state and federal law enforcement agencies.  Finally, a tabletop exercise will be conducted to focus on recovery and mitigation on November 29-30, 2005.  

This exercise is designed to enhance interagency coordination and cooperation, provide personnel training, test response and recovery capabilities and activate the Standardized Emergency Management System (SEMS)/National Incident Management System (NIMS) and mutual aid systems across California.  Golden Guardian is conducted by the California Homeland Security Exercise and Evaluation Program (CA HSEEP) under the auspices of California’s Governor’s Office of Homeland Security and in partnership with the Governor’s Office of Emergency Services and participating agencies and organizations.  Grant funding for CA HSEEP is provided by the Federal Office of Domestic Preparedness.

Golden Guardian 2005 FSE will be conducted on November 15 and 16, 2005, and will be introduced as a terrorism event using Improvised Explosive Devices (IED) and chemical releases with a subsequent recovery and mitigation exercise.  Events will occur in multiple venues within the State of California, focusing on the Sacramento Valley Region and the Bay Area.  These areas are represented by eight California counties participating in the Golden Guardian 2005 FSE; including Alameda, Contra Costa, Placer, Sacramento, San Francisco, San Mateo, Santa Clara and Yolo; and four Urban Area Security Initiative (UASI) cities including Oakland, Sacramento, San Jose and San Francisco.  
The Golden Guardian 2006 FSE is already in the planning stages.  It will build upon the partnerships, collaboration, resources and experiences from Golden Guardian 2005 to enhance California’s prevention, protection, response and recovery preparedness in an all-hazards approach.  The Golden Guardian Series provides a forum to serve multiple jurisdictions and disciplines.  Participation in the Golden Guardian Series motivates and prepares us all to secure the Great State of California.

Preface

The purpose of this Exercise Plan (EXPLAN) is to assist all GOLDEN GUARDIAN 2005 (GG 05) participants, players, controllers, evaluators and observers in the conduct of the exercise. 

Master Exercise Planners, subject matter experts (SMEs), and local representatives from multiple agencies have participated in the GG 05 Full Scale Exercise (FSE) planning process and will play an active role in the exercise conduct and evaluation.  The development of the GG 05 FSE included an aggressive series of concept meetings, seminars, workshops, table top exercises (TTX), and a functional exercise.  Throughout the course of these meetings the scenario for GG 05 was researched, developed and revised to ensure viability and feasibility of application.

Exercise design was led and assisted by the staff of the California Homeland Security Exercise and Evaluation Program (CA HSEEP) in collaboration with local, regional and state planners and emergency managers.  These design features included development of the:

· Exercise concept, purpose and goals
· Local, regional, State and Federal exercise objectives
· Master Scenario Event Lists (MSEL)
· Evaluation and Control Plan

· Participant Manual

· Exercise Public Information Plan

CA HSEEP provided global oversight of three regional design teams:  Inland Region, Coastal Region and State Agencies.  These design teams, through a series of monthly meetings and events, navigated the path towards the development of an extensive Weapons of Mass Destruction (WMD) exercise.  
The exercise scenarios are designed to evaluate first responders, local emergency management staff, the State and Regional Emergency Operations Center staff and selected Federal agencies. Exercise evaluation will occur locally, regionally and at the State level. These evaluations will be based on asset and agency emergency operations plans and procedures as well as exercise objectives.
This EXPLAN is a living document intended for initial start-up guidance. Once published it is subject to “game day changes”.  Local entities may add last minute changes as real-time situations dictate.  As always, exercise participant safety is paramount. Nothing in this plan is intended to override asset or agencies safety policies and procedures. In the event of conflict the reasonable safety course will be taken, even if it involves halting the exercise.  
The final arbiter of issues requiring senior resolution is the Exercise Director.  
Administrative Handling Instructions

1. The long title of this document is the Exercise Plan for the Golden Guardian 2005 Full-Scale Exercise Plan (EXPLAN).

2. The short title is GG 05 EXPLAN.
3. This document should be safeguarded, handled, transmitted, and stored in accordance with appropriate care designated for a document categorized as “For Official Use Only”.  The Golden Guardian 2005 Exercise Plan should be released only to individuals on a strict need-to-know basis.  The contents of this plan may be provided to exercise players, governmental representatives, and select participating non-governmental organizations.

4. Reproduction of this document, in whole or in part, without the prior approval of the California Homeland Security Exercise and Evaluation Program (CA HSEEP) is prohibited.  
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8. CA HSEEP Lead Planners:

State Agency Lead Planner


Ms. Denise Banker


Cell (916) 275-7397

Email:  Denise.banker@ca.ngb.army.mil
Inland Region Lead Planner


Chief James Woodward

Cell:  (916) 439-3546
Email:  James.woodward@ca.ngb.army.mil

Coastal Region Lead Planner

Mr. Michael Smith


Cell (571) 237-9209

Email:  smithm@orau.gov
PIO Lead Planner

Mr. Michael Sicilia


Cell:  (916) 826-4619

Email:  Michael.sicilia@ca.ngb.army.mil


Intelligence Agency Exercise Lead




Lieutenant Lujuanna Lopez




Cell:  (916) 826-6335




Email:  lujuanna.lopez@ca.ngb.army.mil
9. CA HSEEP Planning and Support Team  



Ms. Barbara Dunkin, Administrative Support




Ms. Kathryn Fernandez, Large Stadium Initiative (LSI) 



LtCol John Gaillard, Critical Infrastructure:  Ports 



Maj Rob Johnson, Golden Guardian Support



Dr. Gene Little, Agricultural Terrorism 



MSgt David Marean, Golden Guardian Support



Maj Art Mark, Cyber-terrorism Lead and COG/COOP



Ms. Rose Mitchell, Administrative Support


Mr. Lou Palm, Golden Guardian and LSI Administration 
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Part 1 – General Information

A. Purpose

This Exercise Plan (EXPLAN) provides planning guidance for a Full Scale Exercise (FSE).  This EXPLAN is based on planning factors and estimates available at the time of preparation and is subject to modification during the final exercise planning and preparation.  The Exercise Evaluation Plan, Controller and Evaluator (C/E) Handbook, the Public Information Officer (PIO) Plan and Participant Handbook compliment this EXPLAN and provide detailed guidance for conduct of the exercise.

The EXPLAN is provided to familiarize appropriate agencies with the California emergency response community’s intent to conduct a limited statewide interagency exercise highlighting their roles and responsibilities in planning and execution, and the capabilities of the community to respond to an act of terrorism.  The EXPLAN is designed to identify policies, procedures, administrative requirements, exercise roles and responsibilities that will support the Golden Guardian 2005 exercise planning initiatives.  

The purpose of the Golden Guardian 2005 Exercise is to coordinate the activities of city, county and State government, first responders, volunteer organizations and private industry in response to terrorism utilizing Improvised Explosive Devices (IED) and a chemical release.  The event will occur in multiple sites within the State of California.  This exercise is designed to enhance interagency coordination and cooperation, provide training to staff, test response and recovery capabilities, and activate the Standardized Emergency Management System (SEMS)/National Incident Management System (NIMS), and the mutual aid system.  

The exercise will be conducted throughout the day with hours varying between emergency responders and various emergency operations centers. The initial response events will take place on Tuesday, November 15, 2005, and Wednesday November 16, 2005. On November 29-30, 2005, a Recovery and Mitigation Tabletop Exercise (TTX) will be conducted to address consequence management issues.
Confidentiality

The Golden Guardian 2005 Full-Scale Exercise (FSE) is an unclassified exercise.  The control of information is based more on public sensitivity regarding the nature of the exercise and response mechanisms than on the actual exercise content.  All GG 05 planners who have participated in the development of the GG 05 scenario are considered to be trusted agents, and as such are responsible for restricting distribution of the exercise scenario and associated materials.  All material generated during this exercise should be provided to a controller or evaluator or disposed of as sensitive waste when no longer needed to facilitate exercise play or documentation.  The intent of these procedures is to ensure the collection of all exercise-related information for evaluation purposes and to preclude sensitive materials from inadvertent release.

Some exercise material is intended for the exclusive use of exercise planners, controllers, and evaluators, but players may view other materials.  The EXPLAN may be viewed by exercise participants.  The Controller and Evaluator Handbook, however is a restricted document, exclusively intended to be viewed only by controllers and evaluators.  
B.  Background

The State of California recognizes its responsibility to protect the public from the hazards associated with acts of terrorism and natural disasters through an integrated response and mitigation plan.  With this responsibility in mind, California has developed a robust emergency management system with supportive policies and procedures to respond to a terrorism incident and conduct terrorism exercises. 

The Golden Guardian Exercise Series, first introduced in California in 2004, is an exercise program conducted annually to coordinate the activities of city, county and state governments, first responders, volunteer organizations and private sector in response to potential acts of terrorism and natural disasters.  The goal of the Golden Guardian Exercise Series is to build upon the lessons learned from this and subsequent exercises throughout the nation, as well as real-world events.  
The exercise series is in its second year and for the first time the Full-Scale Exercise (FSE) will be complimented with pre-exercise seminars and tabletop exercises to address roles, communications, and recovery and mitigation measures.  Government roles were the focus of a September 2005 seminar for Governor Arnold Schwarzenegger and his cabinet officials, based on the GG 05 scenario and facilitated by the Naval Post Graduate School.  
In November 2005, a pre-incident tabletop exercise will provide intelligence agencies the opportunity to work through communications processes among local, regional, state and federal law enforcement agencies.  Finally, a tabletop exercise will be conducted to focus on recovery and mitigation on November 29-30, 2005.  
The healthcare system is a critical component of emergency response and public protection.  Hospitals, EMS providers and public health departments have been integral in the GG 05 planning processes and these important providers will be participating in the exercise, many organizations conducting full-scale exercises.  To enhance the local, regional and state healthcare system exercise play, the “Medical and Health Exercise Guidebook” was developed for Inland and Coastal region (see Annex J and Annex K).
Exercise Planners, subject matter experts (SMEs), and local representatives from multiple agencies have participated in the planning process and will play an active role in the exercise conduct and evaluation.  The development of the GG 05 FSE included an aggressive series of concept meetings, seminars, workshops, tabletop exercises (TTX), and a functional exercise executed within Coastal and Inland region and at the State level.  In a stair-step fashion, each meeting, workshop and exercise increased in complexity and capability, building up to the FSE, as depicted in Figure 1:  Building Block Approach.
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In order to ensure regional and agency coordination, a Golden Guardian Coordinating Committee (GGCC) was formed with representatives from lead agencies and organizations participating in the FSE.  Members of the GGCC are listed in Part 2:  Exercise Participation in this EXPLAN.  The GGCC met monthly and was key in the development, research and revision of a viable and feasible scenario and exercise conduct.  The contribution of the GGCC in planning and coordinating the exercise was enormous.  The CA HSEEP team would like to acknowledge and express appreciation for their guidance and participation.  
GG 05 planning began in September 2004 with a CA HSEEP strategic planning meeting to establish the overall exercise goals.  Overarching principles to guide exercise design included Homeland Security Presidential Directive (HSPD) #8, the Office for Domestic Preparedness (ODP) grant guidance for operations-based exercises to include an IED, the Universal Task List, the Target Capability List and the National Planning Scenarios.  

The primary exercise goal was to plan and conduct a statewide WMD FSE to activate the State Operations Center, two of the three regional emergency operations centers, three operational areas (OA); and a minimum of two tangent OAs in the region surrounding the targeted exercise venues.  The intent of this methodology was to ensure the activation of mutual aid agreements between the affected OAs.  Lessons learned from GG 04 and local, regional and state agency objectives would be used to establish the scenario for GG 05.  

At the Initial Planning Conference, the teams were joined by representatives from the Federal Emergency Management Agency (FEMA), the Federal Bureau of Investigation (FBI) and the United States Coast Guard to develop exercise objectives. 

Throughout the planning cycle, additional planning meetings, seminars, workshops and TTXs were held for the regions and state agencies. Master Scenario Events Lists and the required exercise injects were developed.  In early September 2005 the Naval Post Graduate School facilitated a GG 05 scenario based seminar for Governor Arnold Schwarzenegger and his cabinet officials. 
C.  Exercise Concept and Scope


Exercise Concept.  The concept of play for Golden Guardian 2005 was designed as a full-scale exercise in three phases:  a pre-incident prevention/detection phase, the FSE response phase and a recovery/mitigation phase.  These were conducted on:
· September 9, 2005 – Governor and Cabinet Seminar
· October 18, 2005 – State Agency Functional Exercise
· November 3, 2005 – Intelligence Agencies Communications Phase (TTX)
· November 15 and 16, 2005 - Response Phase (FSE)
· November 28 and 29, 2005 - Recovery and Mitigation Phase (TTX)
The Golden Guardian 2005 will activate multiple levels of government agencies and organizations during the initial response to acts of terrorism and subsequent support of the affected Operational Areas, the public and critical infrastructure.  The expected outcomes for first responders include victim rescue, triage, treatment and decontamination, hazard identification, site security and crowd control, render-safe procedures (RSP) on devices and/or weapons, monitoring for contamination, and contamination control.  
Response.  The Response Phase Full Scale Exercise will be played over two days, 8 hours per day, on November 15 and 16, 2005.  On Day One multiple terrorist acts are executed over a 2 ½ hour period in Coastal and Inland Regions, activating State and Federal resources in support of response efforts.  A change of shift component will be introduced on the second day for emergency support personnel to transition from the events of Day One to provide continued response and support on Day Two.

Recovery and Mitigation.  The Recovery and Mitigation Phase will be conducted as a tabletop exercise played over two days, 8 hours per day on November 28 and 29, 2005.  Representatives from key state and regional agencies and organizations will participate in the follow-up tabletop exercise that addresses event stabilization, recovery operations and outreach services.

Scope of Play.  Inland and Coastal region scenarios were developed in order to activate multiple incident command posts/unified command posts.  The regional scenarios are widespread and diverse throughout the operational areas. In each region, mutual aid will be requested and activated.  The scenario was embellished to include the exposure to chemical agents and the evacuation of populations requiring long-term sheltering.  

The following large scale actions are functions which participating agencies will initiate in the full-scale exercise:
State Agencies:

· Alert, activate and maintain State Operations Center functions

· Acquire and maintain situational awareness

· In accordance with the SEMS, NIMS and the National Response Plan (NRP), coordinate, plan, and resource the State’s response to acts of terrorism

· Demonstrate coordination activities and the use of the Response Information Management System (RIMS) for requesting resources in response to IED and chemical events from State and Federal agencies in support of local government
· Activate the Joint Information Center 

· Activate intelligence operations, communications and fusion centers

· Perform action planning and advance planning
· Plan recovery operations
· Coordinate with federal officials

Inland Region:

· Respond to the Roseville Rail Yard hazardous material (HazMat) explosion and fire with fire, law, EMS, HazMat and Union Pacific Railroad responding to the event
· Establish the Roseville Rail Yard Incident Command Post (ICP) and Unified Command
· Prepare for and conduct decontamination operations
· Conduct initial plume modeling

· Conduct Special Weapons and Tactics (SWAT) Team activities

· Evacuate residences and businesses in the rail yard vicinity

· Respond to the Tower Bridge Hazmat explosion and fire
· Establish the Tower Bridge ICP and Unified Command
· Evacuate State Government agencies within one half mile of the Tower Bridge

· Respond to multiple bomb threats at shopping malls and hospitals in the Sacramento, Placer and Yolo counties
· Alert, activate and maintain the Inland Region Emergency Operations Center (REOC) and Operational Area Emergency Operations Centers (OAEOC) 
Coastal Region:

· Respond to the Jack London Square explosion, fire and chemical dispersion

· Establish the Jack London Square ICP and unified command
· Plan for and conduct decontamination operations
· Respond to a secondary explosion in an ambulance waiting to enter the Jack London Square triage site

· Request for and activate mutual aid between Alameda, Contra Costa, San Francisco, Santa Clara, and San Mateo counties.  
· Transportation of victims from Alameda County to San Francisco County via commercial ferry service with subsequent distribution of victims to San Francisco County hospitals 
· Respond to multiple bomb threats at hospitals in the Coastal Region

· Conduct Special Weapons and Tactics (SWAT) Team activities 

· Respond to Port of Oakland explosion
· Establish Port of Oakland Incident Command Post (ICP) and unified command
· Alert, activate and maintain the Coastal Region Emergency Operations Center (REOC)

Assumptions, Artificialities, and Constraints

In any exercise, a number of assumptions, artificialities, constraints and simulations exist in order to complete role-play according the exercise goals and objectives and within established time parameters.  It is recognized that exercise artificialities and constraints can detract from the realism of a full-scale exercise; however, exercise planners and participants should accept these artificialities as a means of facilitating the accomplishment of the established exercise objectives.  The following points are representative of the artificialities and constraints:

Exercise Assumptions.  The following general assumptions apply to the participants in the Golden Guardian 2005 FSE:
1. The participating agencies may need to balance exercise play with real-world emergencies.  It is understood that real-world emergencies will take priority.

2. Exercise players will operate in accordance with existing plans, policies, statutes, practices and guidelines.

3. The scenario is plausible and events occur as they are presented.

4. Participants are to address injects as presented; therefore, do not re-script or change the information or scenario as presented.

5. All information provided to the players by the simulators will be considered valid.
6. Players will use the communications systems they would normally have during a real-world incident.

Artificialities and Constraints

1. Exercise events and incidents will be based on a scripted Master Scenario of Events List (MSEL) developed by participating agencies and organizations.  All events and incidents are fictitious and are not based on any known threat to the State of California.

2. Surrogates may play in place of some key decision-makers.  The surrogates, in most instances, will be junior to the principals they represent.  Thus, the surrogates’ actions during the exercise play may not depict the same actions that might be taken by their respective principals.

3. The Golden Guardian 2005 FSE will be played in real-time; however, a warm start may be used to facilitate maximum participation and resource management.  Some events and timelines may be accelerated to meet exercise design objectives.

4. The Simulation Cell will represent state and county departments and local agencies.  They will provide simulated information as needed.

5. Artificial temperature, wind speed and direction will be used to facilitate exercise play.  

6. In some cases, actual locations and activities will be replicated in alternate locations.  
D.  Major Exercise Design Objectives 

Exercise Design Objectives were developed by local, regional and state exercise planners/participants for the following:

· State Agency Exercise Objectives (Annex A)
· Inland Region Exercise Objectives (Annex B)
· Coastal Region Exercise Objectives (Annex C)
E.  Exercise Scenario
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On November 15, 2005, ten (10) separate events in multiple California locations will drive the GG 05 FSE.  Some of the terrorist incidents occur concurrently to one another or in close proximity to the original event, while other incidents are a direct result of the initiating incident.  Participating agencies have used discretion to commit resources for either a full or partial eight hours of play.  A complete scenario description is listed in Annex D.  The following variables were selected by the exercise planning community to be included in this exercise scenario: 

· Multiple IEDs, including a secondary device explosion targeting first responders
· Release of hazardous materials
· Mass evacuations in urban environments
· Influx of large numbers of victims into the healthcare system
· Critical inquires of government officials at all levels by local and national media
· Establishment of a JIC for media play and development of critical briefings to government officials
· Evacuation of State government offices
· Disruption of mass transit services
· Closure of major evacuation transportation corridors
· Activation of intelligence agencies and fusion center operations and information sharing
· Activation of specialized law enforcement operations including Explosive Ordnance Disposal (EOD) and Special Weapons and Tactics (SWAT) teams
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Exercise Play Locations/Venues
Exercise play for GG 05 will be conducted in multiple venues including the following:

Coastal Region Locations for Golden Guardian Play

· IED denotation and aerosol spray release at "Jack London Square". 

The Oakland Coliseum parking lot will be used to replicate the incidents which occur in Jack London Square, where the Golden Guardian scenario calls for an IED detonation and backpack bomb explosions with subsequent aerosol chemical release.  The Coliseum provides ample space to conduct the multitude of activities and accommodate responding units.  

· Ambulance secondary explosion in Jack London Square

This event will also take place at the Oakland Coliseum.   


· Port Incident

The primary area to be used is the old Commissary building on the Oakland Army Base. 
· SWAT response near Jack London Square

Special Response Units from within Alameda County will jointly participate in a SWAT operation, at buildings located at Alameda Point. 
· Triage and Transportation of Medical Casualties from Oakland to San Francisco 

“Victims” from the Alameda County/Port area will be transported to San Francisco for triage, treatment and care.  Hornblower Cruises and Events will provide a ferry to transport the “victims”.  The Jack London Square dock will be simulated at Pier 33 in San Francisco where victims will be loaded on the ferry, cruise the bay for 30 minutes and land at SBC park for triage and treatment.  
Sacramento/Placer/Yolo Regional Locations for GG Play

· Roseville Rail Yard Incidents
Home Depot parking lot on Roseville Road and Antelope Road will the pre-staging area for all responders to the for the Roseville Rail Yard.  An area in the parking lot will be roped off and designated for the staging.  

· 7325 Roseville Road


Sac Metro Fire Station 25 will be the staging area for the Rail Yard.
· Roseville Road Rail Yard 
· Union Pacific Rail Lines has designated a training area along Roseville Road in Sacramento County as the incident site.  
· Mass Decontamination will be performed at a remote site near the rail yard.  Three decontamination units will pre-staged at one location near the training site and respond to the location.  All operations will be performed at the site and radio information will be communicated through the Incident Command Post.  
· Tower Bridge, West Sacramento

A fenced area just off the western approach to the Tower Bridge will be the incident site.  This area will allow responding units to play on the bridge and in the fenced area near the bridge.  The south side of the Raley Field parking lot or a large open area to the south of Raley Field can be utilized as an Incident Command Post (ICP).  
· Westfield K Street Mall

Westfield’s will conduct the exercise play prior to the opening time of the mall (10:00 am).  

· UCD Medical Center

The Med Center will be conducting a full-scale exercise including conducting a full security sweep; evacuating a facility tower and moving patients and interfacing with the Sacramento Fire Department. 
Scenario Tools.  Scenario tools are used to initiate and stimulate the exercise play and inject scenario events.  These include a MSEL that outlines actions and expected outcomes during the exercise.  The MSEL has been developed to ensure continuous play during stated exercise hours.  

If a sufficient level of exercise intensity cannot be maintained as a result of actual play or injects, controllers may stimulate additional player responses to achieve exercise objectives in coordination with the Exercise Director, and Senior Controller.   The GG 05 MSEL and injects for Coastal and Inland Regions, and State Agencies are located in the exercise Controller/Evaluator (C/E) Handbook.  
Scenario Confidentiality.  This exercise may pose politically sensitive issues and may portray detailed response plans and potential response shortcomings.  Planners are considered to be trusted agents responsible for maintaining exercise-related information as sensitive.

This is an unclassified exercise.  The control of information is based more on public sensitivity regarding the nature of the exercise than on actual exercise content.  To meaningfully evaluate current plans and policies, normal operating procedures are used for all player communications during the exercise.  
All written or typed material generated during the planning and conduct of this exercise should be treated as sensitive.  All material generated during this exercise should be disposed of as sensitive waste when no longer needed to facilitate exercise play or documentation.  The intent of these procedures is to preclude sensitive materials and the nature of this exercise from being inadvertently released in any form.

Some exercise material is intended for the exclusive use of exercise planners, controllers, and evaluators.  The GG 05 Participant Handbook may be viewed by all exercise participants, but the EXPLAN and C/E Handbook are not intended for exercise players.

F.  Exercise Control and Evaluation

General.  This section describes the exercise control concept and delineates associated responsibilities for the management and control of the exercise.  The C/E Handbook contains more detailed materials, procedures, and guidance designed to aid in the conduct of the exercise.

Concept for Exercise Control.  An exercise organization (Figure 3) will be used to control exercise play at all locations.  The scope of play and number of participating agencies will require close cooperation throughout the exercise planning process.  

Figure:  3:  Exercise Cell
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An essential element for the successful conduct of this exercise will be the integration of all exercise controllers into a cohesive team.

Exercise Director. The Exercise Director has overall responsibility for planning, coordinating and overseeing all exercise functions.  In this capacity, the Exercise Director manages the exercise activities and maintains a close dialogue with the senior exercise controller, evaluator and simulation cell activities of GG 05 regarding the status of play and the attainment of exercise design objectives.  The Exercise Director will be supported by five critical support functions; including:
· Senior Exercise Controller
· Senior Exercise Evaluator
· Simulation Cell Manager
· Public Affairs Manager
· Logistics Cell Manager
Throughout the exercise, all six (6) exercise support individuals will be located in the State Agency Emergency Operations Center Multipurpose Room, at the Governor’s Office of Emergency Services.
Overview of the Controller Role.  Individual controllers issue exercise materials to players as required, monitor the exercise timeline, and monitor the safety of all exercise participants.  Controllers also provide injects to players as described in the Master Scenario Events List (MSEL).  Controllers will also record events and ensure documentation is submitted for review and inclusion in the After Action Report (AAR).  Some controllers may also serve as evaluators.
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Senior Exercise Controller.  The Senior Exercise Controller is responsible for monitoring the overall exercise play and takes direction from the Exercise Director.  The Senior Exercise Controller monitors exercise progress and coordinates decisions regarding deviations or significant changes to the scenario caused by unexpected developments during play.  The Senior Exercise Controller manages a group of Control Cell Leaders and debriefs the lead controllers after the exercise.  

Control Cell Leader.  The Control Cell Leaders manage controllers at the incident sites and report to the Senior Exercise Controller.  

Lead Site Controllers.  The Lead Site Controller monitors and oversees flow of exercise play at designated sites and reports to the Control Cell Leader.  The Lead Site Controller oversees the Site Controllers.   
Site Controllers.  The Site Controllers are responsible for monitoring play at specific incident locations and communicating with the Lead Site Controller to instruct the Simulations Cell (SIMCELL) to provide injects.  To ensure positive exercise control, controllers will be positioned at each responder location.  

Overview of the Evaluator Role.  The Evaluators work as a team with the Controllers.  They do not interact with the players.  The Evaluators will record events and ensure documentation is submitted for review and inclusion in the After Action Report (AAR) and Improvement Plan (IP).  Evaluators will not interfere with the integrity of the exercise or players.  All questions raised during the exercise will be addressed to the Controller on site, not the Evaluator.  
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Senior Exercise Evaluator.  The Senior Exercise Evaluator is responsible for overseeing the evaluator’s processes.  Evaluators of the exercise and take direction from the Exercise Director.  The Senior Exercise Evaluator monitors the evaluation process and coordinates decisions regarding deviations or significant changes to the scenario caused by unexpected developments during play.  The Senior Exercise Evaluator manages a group of Evaluation Cell Leaders and debriefs the Lead Evaluators after the exercise.  

Evaluation Cell Leader.  The Evaluation Cell Leaders manage evaluators at multiple venues within the regions including Inland, Coastal and State Agencies.  The Evaluation Cell Leader reports to the Senior Exercise Evaluator.  

Lead Site Evaluators.  The Lead Site Evaluator monitors and oversees the evaluation process during exercise play at designated sites and oversees the Site Evaluators.   The Lead Site Evaluator conducts a player hotwash immediately after exercise play is completed.
Site Evaluators.  The Site Evaluators are responsible for evaluation exercise play at specific incident locations and communicating with the Lead Site Evaluator. 
Overview of the Public Affairs Manager.  The Public Affairs Cell oversees the internal and external media and public information activities prior to and during the exercise.  

Public Affairs Manager Role.  The Public Affairs Manager is responsible for overseeing all public affairs activities during the exercise and takes direction from the Exercise Director.  The Public Affairs Manager monitors the internal and external media operations, the Joint Information Center activities and coordinates decisions regarding deviations or significant changes to the scenario that impact public affairs.  The Public Affairs Manager manages a staff to oversee the media, VIP, JIC and the simulated multimedia adjuncts for the exercise.  
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Overview of the Logistics Cell Manager Role.  The Logistics Cell Manager is responsible for the oversight of all logistical components of the Exercise Cell during the exercise including telecommunications, coordination of meals for the SOC and REOC participants, and other key logistical duties.
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Exercise Simulation Cell.  The Simulation Cell (SIMCELL) will simulate activity for non-playing entities.  The SIMCELL is also responsible for coordinating a variety of essential exercise support activities.  Control cell operations will receive player information and, where applicable, direct the injection of selected core events during the exercise.  

Because the exercise is of limited duration and scope, controllers will relay exercise information and scene descriptions to the emergency responders.  The controllers will “paint the picture” for the responders verbally or with limited written materials, describing what is happening in and around the incident scene.
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Media. Control of media personnel, actual and notional, is discussed in the Public Affairs Plan, Annex F.  The exercise play will be augmented with simulated news briefings and videotape, including those from the (artificial) “California News Network” (CANN).  
Control Information Transfer.  Evaluators and Controllers will communicate through cell and land-line telephones. An Exercise Telephone Directory is located with the Controller/Evaluator Guidebook.  The controller network allows for two-way communication between the exercise participants and the Control Cell to ensure robust and consistent exercise play.  
Exercise Implementation and Rules

· Real emergency actions take priority over exercise actions
· “This is a Real Emergency” will be the designated phrase that indicates there is an emergency in the exercise area requiring immediate attention that may or may not stop exercise play.

· Exercise players will comply with real-world response procedures unless otherwise directed by controllers.  Responder rules of conduct are outlined in Part 2 (Exercise Participation) of this EXPLAN.

· All radio communications and telephone conversations made during the exercise will begin and end with the words, “This is an exercise.”
· Exercise players placing telephone calls must identify the organization, agency, office, or individual with whom they wish to speak.

Exercise Venue Security.  Exercise venue security is addressed in Part 4 (Logistics) of this EXPLAN.

Exercise Safety.  Safety throughout the exercise is paramount.  Safety issues are detailed in Part 3 (Operations) of this EXPLAN, including procedures for initiating a response to real world emergencies.

Controller/Evaluator Handbooks and Evaluation Forms.  The C/E Handbook will be used to guide the conduct and evaluation of the exercise.  Evaluation forms will be provided to the evaluators to assist in capturing the highlights of this exercise.

G.  Exercise Planning

Exercise Planning Responsibilities.  To successfully fulfill exercise objectives, the CA HSEEP Team is responsible for the following:

· Fund selected activities to support the exercise, such as State agency participation and facilities.

· Coordinate the exercise, administrative, and technical planning input, including planning conferences conducted to ensure planning milestones are met.

· Write, coordinate, and distribute the EXPLAN as well as changes and supplements thereto.

· Develop, coordinate, and distribute a MSEL and supporting event implementers that will detail controller inputs for the exercise.

· Develop an exercise briefing for presentation that will keep controllers, planners, and senior officials in participating agencies informed on the background and status of the exercise.

· Schedule, coordinate, and conduct the First Responder Hotwash for players shortly after the exercise.

· Collect, consolidate, and coordinate exercise evaluation comments for inclusion in an AAR/IP that will include observations, lessons learned/best practices, and recommendations for improvement of response policies and procedures.

· Develop the necessary documentation for the conduct of the exercise.

· Act as the central point of coordination for the participating planners.

· Facilitate and provide input during the Controller/Evaluator Debriefing following the exercise.

· Conduct training for exercise players, controllers, and evaluators.

· Complete an AAR/IP based on input received from controller, evaluators and players.

H.  Public Affairs

General.  This exercise offers all levels of government the opportunity to demonstrate an increased readiness to deal with terrorist incidents.  Any public safety exercise of this scope is a newsworthy event.  Because this exercise deals with terrorist incidents, a subject of wide public interest, news media attention can be expected to be even higher.

Special attention must be given to the needs of the news media, allowing them to get as complete and accurate a story as possible, but ensuring their activities do not impact on the realism of the exercise or compromise safety or the exercise objectives.

Exercise Responsibilities

Pre-Exercise.  In advance of the exercise, the media will be provided with a pre-exercise briefing and guidelines for participation.   

During the Exercise.  Media personnel will be treated as observers and will follow observer guidelines.  Media personnel will only enter the exercise play area with assigned escorts at all times.

Part 2 – Exercise Participation

A.  Exercise Participants

Players.  Players are agency personnel who have an active role in responding to a designated emergency by performing their regular roles and responsibilities during the exercise scenario.  Players will also include communications personnel who may be offsite but have an integral role in directing agency responses and actions.  Players initiate actions that will control and mitigate the simulated emergency.

Controllers.  Controllers are exercise participants who plan and manage the exercise play, operate the exercise incident site and set up, and act in the roles of response individuals and agencies not actually playing in the exercise.  Controllers provide key data to players and may prompt or initiate certain player actions to ensure exercise continuity.

Controllers are the only participants who will provide information or direction to the players.  Controllers may employ compressed time or space to ensure exercise continuity and completion.  All controllers will be accountable to the Senior Controller.  A controller may also serve as an evaluator.

Evaluators.  Evaluators are chosen from various agencies to evaluate and comment on designated functional areas of the exercise.  Evaluators are chosen based on their expertise in the functional area(s) they review during the exercise.  Evaluators have a passive role in the exercise and only note the actions of players; they do not interfere with the flow of the exercise.

Actors.  Actors are volunteer participants who simulate specific roles during the exercise play.  An actor may serve as an evaluator during role play.

Observers.  Observers view all or selected portions of exercise play.  Observers do not participate in exercise play or in exercise control functions.  Observers will view the exercise from a designated area at the exercise locations and will be asked to remain within the observation area during the exercise.  
Exercise Staff.  Exercise staff includes the Golden Guardian 2005 FSE Planning Team and CA HSEEP Team members.  
Participating organizations are listed below.  

Participating Organizations

Golden Guardian Coordinating Committee

	George Aradi, Governor’s Office of Homeland Security

	Ray Boyle, Port of Oakland

	Renee Domingo, Oakland Fire/OES

	Chief James Edwards, Oakland Fire Department

	Paul Hauptman, Sacramento UASI

	Rodney Heidemann, Governor’s Office of Emergency Services

	Chief Mark Hoffmann, Oakland Fire

	Brenna Howell, Governor’s Office of Emergency Services, Inland Region

	Ed Hughlett, Port of Oakland

	Kyle Johnson, Sacramento UASI

	Mike Laughlin, Sacramento UASI

	Dave Mazzera, California Department of Health Services

	Jan McClellan, Alameda County OES

	Mike Nation, California Department of Forestry

	Jerry Salvador, San Francisco OES

	Roger Sigtermans, Governor’s Office of Emergency Services, Coastal Region

	Teresa Stahl, Sacramento County OES

	Mike Tischer, California Environmental Protection Agency

	Bill Vogel, California Department of Social Services

	CA HSEEP Team Members


Inland Region

	American Red Cross

	California Highway Patrol – Woodland, Auburn, North Sacramento, and South Sacramento Offices

	California Highway Patrol- Valley Division, Sacramento Communications Center and Capitol Protection Section

	Cal-OSHA in Placer County

	Citrus Heights Police Department

	City of Roseville

	City of Sacramento

	City of West Sacramento

	Civil Air Patrol

	DMAT-CA11

	Elk Grove Fire District

	Federal Bureau of Investigation

	Folsom Police Department

	Placer County Office of Emergency Services

	Placer County Public Information Officer

	Placer County Sheriff

	Rancho Cordova Police Department

	Rocklin Fire Department

	Roseville Fire/HazMat Department

	Roseville Police Department

	Sacramento City DHA - Care and Shelters

	Sacramento City Fire/HazMat Department

	Sacramento City Police Department

	Sacramento County Animal Control

	Sacramento County Coroner’s Office

	Sacramento County Crime Lab

	Sacramento County District Attorneys Office

	Sacramento County Emergency Operations Center

	Sacramento County Environmental Management Department

	Sacramento County Public Health

	Sacramento County Public Information Officer-MSA/CUBS

	Sacramento County Public Works-Transportation 

	Sacramento County Sheriff’s Department

	Sacramento County Department of Health and Human Services

	Sacramento Medical Reserve Corp

	Sacramento Metro Fire District

	Sacramento Multi-Agency Aviation Response Team

	Sacramento Regional Fire, EMS Communications Center

	Union Pacific Rail Road

	University Medical Center Police

	Veterans Affairs Northern California Care system-Mather VA Medical Center

	West Sacramento Fire Department

	West Sacramento Police Department 

	Westfield K Street Mall

	Yolo County Bomb Squad

	Yolo County Department of Social Services

	Yolo County Emergency Operations Center

	Yolo County Health Department

	Yolo County Sheriff’s Department


Coastal Region

	Alameda County Emergency Medical Services

	Alameda County Medical Center

	Alameda County Public Health Department

	Alameda County Public Works

	Alameda County Sheriff’s Office Explosive Ordnance Disposal

	Alameda County Sheriff’s Office Special Response Unit

	Alameda County Transit

	Alameda Emergency Operations Center

	Alameda Harbor Bay Ferry

	American Medical Response - Bay Area Communications Center

	American Medical Response – Alameda County Operations

	American President Lines

	APM-Maersk-Sealand-Oakland

	Bay Area Rapid Transit – Police Department

	Bay Area Rapid Transit – Safety

	Berkeley Police

	California Occupational Safety & Health Administration - Department of Industrial Relations 

	California Department of Fish and Game

	California Department of Forestry and Fire Protection (Coast Exercise)

	California Department of Toxic Substances Control

	California Highway Patrol - Golden Gate Division

	California Department of Transportation

	Collaborating Agencies Responding to Disasters (CARD)

	City of Alameda

	City of Albany

	City of Berkeley

	City of Emeryville

	City of Hayward

	City of Livermore

	City of Oakland Fire Communications

	City of Oakland Emergency Public Information Team

	City of Pleasanton

	Coastal Region Office of Emergency Services

	Contra Costa Fire Protection District

	Contra Costa Health Services

	Contra Costa Office of Emergency Services

	Eden I&R 

	Fremont Fire

	Hayward Police Department

	Hornblower Cruises and Events

	Interoperable Communications and Technical Assistance Program

	Kaiser Hospital, South San Francisco

	Kaiser Permanente Fremont

	Kaiser Permanente Hayward

	Kaiser Permanente Oakland

	Kaiser Permanente Redwood City Medical Center

	Kaiser Permanente Regional Offices

	Kaiser Permanente Richmond

	Lawrence Livermore National Lab

	Marine Terminals Corporation STS-Bent Berth 36-37 and TTI Hangiw, Berth 55-56 and Pier 80 San Francisco

	Regional Disaster Medical and Health Coordinator and Specialist – Region 2

	Mills-Peninsula Hospital System

	Multiple Jurisdictions within the City of Oakland

	Oakland Fire Department Operations Division

	Oakland Police Department

	Piedmont Fire Department

	Pleasanton Unified School District

	Port of Oakland

	Port of Oakland - Emergency Operations Center

	Port of Redwood City

	Public Works Agency – Oakland

	Ravenswood Family Health Center

	San Francisco Department of Parking and Traffic Enforcement

	San Francisco Department of Public Health

	San Francisco Fire Department

	San Francisco Office of Emergency Services Emergency Operations Center

	San Francisco Police Department

	San Francisco Sheriff’s Department

	San Jose Fire Department

	San Jose Metropolitan Medical Task Force

	San Jose Office of Emergency Services

	San Jose Police Department

	San Jose Urban Area Security Initiative (UASI)

	San Mateo County Emergency Medical Services

	San Mateo County Environmental Health

	San Mateo County Health Department 

	San Mateo County Public Health

	San Mateo Medical Center

	San Mateo Sheriff’s Office of Emergency Services

	Santa Clara County Fire HazMat

	Santa Clara County Office of Emergency services

	Santa Clara County Public Health

	Santa Clara County Sheriff

	Sequoia Hospital

	Seton Medical Center

	SSA Marine

	Stevedoring Services of America (Oakland International Container Terminal and Howard Terminal)

	Sunnyvale Department of Public Safety

	T-3 Richmond Terminal

	Trans Bay Container Terminal (TBCT)

	TRAPAC Terminal

	United States Air Force Civil Air Patrol

	United States Coast Guard Sector San Francisco Bay

	Valley Care Medical Center


State Agencies

	California Conservation Corps

	California Department of Fish & Game-Office of Spill Prevention and Response 

	California Department of Food & Agriculture Fairs/Expos

	California Department of Food and Agriculture

	California Department of Forestry

	California Department of Health Services

	California Department of Justice

	California Department of Motor Vehicles

	California Department of Personnel Administration

	California Department of Rehabilitation

	California Department of Social Services

	California Department of Transportation

	California Department of Veterans Affairs

	California Department of Water Resources

	California Environmental Protection Agency—All Boards, Departments and Offices

	California Highway Patrol

	California National Guard

	California Service Corps

	California Utilities Emergency Association

	California Youth Authority

	Department of General Services

	Department of Motor Vehicles

	Department of Parks & Recreation

	Emergency Medical Services Authority

	Governor’s Office of Emergency Services 

	Governor’s Office of Homeland Security


Federal Agencies

	Department of Homeland Security, Immigrations and Customs Enforcement

	Federal Emergency Management Agency, Region IX

	Federal Bureau of Investigation, Sacramento and San Francisco Divisions

	Environmental Protection Agency

	United States Coast Guard


Agencies Coordinating Volunteers/Actors

	City of Fremont Fire Department – Community Emergency Response Team, Chief Vic Valdes, Coordinator

	Sacramento County Sheriff, Volunteer Services Bureau – Medical Reserve Corp, Commander Paul Tassone, Coordinator

	San Francisco Office of Emergency Services – Jerry Salvador and David Sullivan


B.  Responder Rules of Conduct

Responders are expected to adhere to the Rules of Conduct throughout the duration of the exercise and hotwash/debriefing process.  

· Safety is a responsibility of all participants/players.  Notify the site Safety Officer or a controller of any safety issue immediately.

· If an actual emergency occurs during the exercise, controllers will immediately suspend exercise play and evaluate the situation.  The Exercise Director, Senior Exercise Evaluator and Senior Exercise Controller will then determine if the exercise can be safely resumed.

· Participants should not have prior knowledge of the scenario.  If a participant gains knowledge of the scenario before the exercise, they must notify an exercise controller so appropriate actions can be taken to ensure a valid evaluation.

· Act in a professional manner at all times.

· Wear the exercise or agency identification badge at all times. 

· For safety reasons, many emergency responders will be pre-positioned at locations near the site.  When the responders’ presence is required at the site for exercise play, a time delay will be introduced by Assembly Area controllers to simulate actual response time.

· Understand the scope of the exercise.  If a participant is unsure about a certain organization’s or agency’s participation in the exercise, a controller shall be contacted for assistance and clarification.  
· Recognize that there are artificialities in the scenario and exercise play.  Events must be introduced so that objectives may be satisfied even though the scenario or events are not as realistic as we would like.

· Speak out loud when you are taking action.  Recognize controllers and evaluators are not mind readers and you will only get credit for actions of which the evaluator is aware.

· Act on all controller instructions, even if you do not agree with what the controller is telling you, do not argue.  Take the appropriate action that you would normally take to clarify the issue/action.  Complete the required actions and make a note to discuss your disagreement at the end of the exercise during the critique.  Remember the controller has the final word.

· Do not engage in casual conversations with the controllers and evaluators.  
· Maintain a log of your activities, when possible.  Many times, this log may include documentation of activities missed by a controller or evaluator.

· Except for the actions identified in the list of actions to be simulated, or as otherwise directed by exercise controllers, respond to exercise events and information as if the emergency were real.

· Act as if simulated hazardous conditions are real.  Adhere to all usual industrial/health protection controls for the simulated hazard(s) presented by the exercise scenario. 

· All participants shall adhere to industrial/health protection controls.  Only exercise controllers and evaluators are exempt from simulated security and industrial/health protection controls required by exercise conditions.

· Adhere to public laws, including traffic regulations, and follow any orders given by law enforcement personnel.

· Controllers will only provide information they are specifically designated to disseminate from their assigned functional area.  Participants are expected to obtain other necessary information through existing emergency information channels.

· Except for “Real Emergency” notifications, participating personnel will simulate radio contact with off-site agencies.

· Precede and follow all exercise messages and communications with the phrase, “This is an Exercise”.
· In some cases, it may be necessary to exercise “controller prerogative” of countermanding player actions to preserve the continuity and objectives of the exercise.  You must accept the controller’s word as final and proceed with play.

Part 3 – Operations

A.  General

Exercise Golden Guardian 2005 (GG 05) is a limited duration exercise of not more than eight hours per day during two days of activities (November 15 and 16, 2005). Many local responders will participate only on Day One, November 15, 2005.  Others, such as the State Operations Center, REOCs and selected OAEOCs will participate for eight hours over both days. Where needed, MSEL injects will be used to initiate play and ensure exercise objectives are addressed. While the MSEL was built to fulfill the need of ensuring the exercise stays on track, the Exercise Director may identify additional actions or adjustments needed to focus or guide exercise play to accomplish exercise objectives. 

B.  Briefings and Events

Appendix A depicts the schedule of events for GG 05.  Descriptions of the significant exercise events follow.  

Controller and Evaluator Orientation Briefing.  CA HSEEP will host and conduct Controller and Evaluation Briefings in Inland and Coastal Regions.  On Thursday, October 20, 2005 briefings will be held in Sacramento for State Agency and Inland Region controllers and evaluators and for Coastal Region Controller and Evaluators in Oakland on Friday, October 21, 2005.  Each controller and evaluator is required to attend this session, plus any specialized training required, to learn about their assigned responsibilities.  This is also the time for the C/E teams to get acquainted and address in advance any issues that might arise during the exercise.

Actor/Actor Controller Briefing.  The Volunteer Coordinating agencies are responsible to ensure volunteer actors are properly briefed before participating in the exercise on Tuesday, November 15, 2005.  The briefing will include the role and importance of the actors, details of presenting symptoms, safety, and any other information pertinent to their participation.  Moulage, if applicable, will be applied during this period.

Exercise Play.  Players may be in place at their positions in some exercise venues for a “warm start” to the exercise.  The first scenario event begins at 9:00 AM with the initiation of a simulated terrorist attack followed by simulated 9-1-1 telephone calls identifying the incident at the Roseville Rail Yard. This attack will prompt first responders to begin exercise play.  Continued simulated 9-1-1 or police radio calls will maintain scenario development.  
Following the initiation of the exercise, play will proceed in accordance with established plans and procedures.  The exercise will conclude at the direction of the Exercise Director with the substantial completion of operations and attainment of the exercise objectives.  The exercise is expected to end each day at approximately 5:00 PM.  A Hotwash for participants will occur immediately after the exercise.  At 9:00 AM on November 16, the State Operations Center, along with selected regional and local emergency operations centers will continue response operations, action planning and mitigation operations.  The following are some exercise guidelines:

· Controllers and evaluators will check-in at their assigned location/venue no later than 7:00 AM on November 15 and 16, 2005 (listed in the C/E Handbook) for check in and final instructions.   
· All controllers must be in their assigned places for the start of the exercise no later than 8:30 AM on November 15 and 16, 2005.
· Pre-exercise injects will be provided to selected controllers.  These injects will include information necessary to properly inform players responding to the incident.

· Initial response teams will be pre-positioned in the exercise Assembly Areas at each exercise venue and will enter play as scheduled and directed by control staff.

· Exercise play will not be halted for player breaks or, where occurring, shift changes or other events.  The only exception will be in the event of an emergency or safety issue.
Player Hotwash.  Immediately following the completion of exercise play, the Lead Exercise Evaluator at each site will conduct a hotwash with players.  The hotwash is an opportunity for players to voice their opinions on the exercise and impressions about exercise conduct and play.  This is a time when evaluators can also seek clarification on certain actions and outcomes.  The hotwash should not last for more than one (1) hour.  Evaluators and Controllers will take notes during the hotwash and include observations in their evaluations.  Observers are not encouraged to attend, unless by specific invitation of exercise officials.  
Controller, Evaluator, and Senior Agency Official Debriefing.  This debriefing is a forum to review the exercise and will be conducted on December 8, 2005 in Sacramento, CA.  It will be a facilitated discussion covering each functional area and the exercise process and will be the basis for the After Action Report.  During the debriefing, controllers and evaluators will be required to complete and submit the final exercise control and evaluation materials.

C.  Safety

All participating organizations recognize the importance of conducting an exercise of this magnitude as safely as possible.
Each exercise venue will identify and provide an exercise safety controller for the exercise.  The safety controller will have no other duties.

Definitions

Safety Controller.  The safety controller looks out for the safety of all exercise participants.  This person is not responsible for providing controller injects to play activities.  Any real safety concerns should be reported to a controller or Lead Site Controller, who will be identified by a badge.  The Lead Site Controller has full authority regarding any safety-related aspect of exercise play.  All participants will follow the safety controller’s directions.
Exercise Controllers.  Exercise controllers help guide the exercise.  They provide exercise injects and information to the responders.  All exercise controllers will also serve as safety observers during the exercise.

General Exercise Safety Requirements.  Exercise participant safety takes priority over exercise events.  Although the organizations involved with the exercise come from various response and support agencies, they share the basic concept of ensuring a safe and healthful work environment for all personnel involved in the exercise.  In addition, aspects of a terrorist incident response are dangerous.  Professional health and safety ethics should guide all participants to operate in their assigned roles in the safest manner possible.  The following general requirements apply to the GG 05 FSE:

· All exercise controllers will serve as safety observers while exercise activities are under way.

· Participants will be responsible to look out for their own and each other’s safety during the exercise.  It is the responsibility of every person associated with the exercise to stop play if, in his or her opinion, a real safety problem exists.  Once the problem is corrected, exercise play can then be restarted.

· All organizations will comply with their respective environmental, health, and safety plans and procedures, as well as all appropriate Federal, State, and local environmental health and safety regulations.

Scope.  The exercise presents a potential safety hazard to all participants.  For this reason, an exercise safety controller has been established to identify those hazards and make appropriate recommendations to ensure participant safety at all times.

Medical Support.  Should any “Real Emergency” medical event occur during the exercise, exercise participants will utilize the 9-1-1 system to contact medical aid.  
Accident Reporting.  All injuries, incidents, and accidents, regardless of severity, will be reported immediately to the nearest controller and/or venue safety officer.  
Use of Alcohol or Illegal Substances.  Alcohol consumption and/or the use of illegal substance(s) is not allowed during the GG 05 FSE or at the venues.  If a controller, evaluator, or exercise participant suspects the presence of alcohol and/or drugs or a participant under the influence of alcohol and/or drugs at a venue the participant will be removed from the exercise by the Lead Site Exercise Controller.  Notification will be made to the appropriate law enforcement agency at the specified venue, to the Exercise Cell Controller and the incident reported to the appropriate agency supervisor or representative for appropriate follow-up action.

Personal Protective Equipment.  Personal protective equipment (PPE) may be needed for various operations during the exercise.  PPE will be provided by the participant’s organization and the participant will receive appropriate training from their agency before the exercise.  As per agency and Cal-OSHA/OSHA mandates, use of respiratory protection, if needed, will be allowed only for participants who have been medically qualified, trained, and fit-tested.  Participating organization safety officers will ensure the proper and authorized use of PPE by their individual participants.

Exercise-Specific Safety Requirements

Exercise Set Up.  Primary concerns during exercise set up are centered on placing items at the venue for use during exercises.  A safety controller should be present during all set up operations.

Operations.  All generating devices will be located in areas in which exhaust gases will not pose any potential for exposure to exercise participants (i.e., located far enough away from buildings to avoid buildup of carbon monoxide inside).  In addition, hearing conservation measures will be followed.

Electrical.  All electrical hazards and generating devices will be clearly marked and separated to prevent inadvertent contact.

Activity-Specific Safety Requirements
Participating agencies will provide access control to the exercise venue.  Personnel performing exercise site security are not direct participants in the exercise and will not be involved in any scenario-related play.

In an area of exercise pedestrian traffic, drivers will not exceed 5 miles per hour, except in real emergency situations.  Emergency lights for participating emergency response units will be employed during the exercise.

Weather Considerations.  Weather conditions for the venues will be simulated and dictated by the scenario conditions unless other otherwise designated by the Exercise Cell and scenario events.  
Heat Stress.  Generally, exercise participants who will be at the highest risk are personnel required to wear PPE and heavy work activities during the warmest times of day.  Heat stress is defined by the following conditions presented in order of increasing severity: heat rash, heat cramps, heat exhaustion, and heat stroke (hot, dry skin).  Ambient temperature, ambient humidity, work activity, type/level of PPE, and physical fitness/acclimatization of exercise participants mainly influence heat stress.  

Heat stress can be controlled by drinking plenty of water (available at the site), avoiding alcohol (before and during exercise), complying with proper work/rest regimens, and maintaining the core body temperature below 100.4 °F.  Basic response actions for a victim of severe heat stress include moving to a shaded location (preferably air conditioned), removing PPE/clothing, and administering water.  Exercise participants who experience a significant heat stress condition (e.g., heat exhaus​tion and heat stroke) should immediately stop working, inform safety controllers, and Emergency 9-1-1 will be dialed.  
Controllers are responsible for monitoring the exercise participants for heat stress potential.  

Hypothermia.  Hypothermia is defined as the progressive cooling of the body.  This cooling can occur rapidly (e.g., when a person is immersed in cold water) or gradually (e.g., through general outdoor exposure in cold weather).  The body can adjust to a drop of a few degrees of internal body temperature, but larger temperature losses can result in the inability of the body to regulate its temperature and produce necessary body heat.  The signs and symptoms of hypothermia include the following:

· Shivering (or, in severe cases, the absence of shivering)

· Numbness

· Drowsiness or inactivity

· Stiff or rigid posture

· Rapid breathing and pulse at the onset (slow breathing and pulse in severe cases)

· Coordination difficulties (e.g., staggering)

· Joint/muscle stiffness

· Decreased level of consciousness

All exercise participants and volunteers are susceptible to the effects of hypothermia.  Hypothermia can be controlled by removing all wet clothing, gradually warming the victim, giving warm liquids to conscious victims, and keeping the victim warm.  All controllers and the safety controller are responsible for assessing exercise participants for cold injury potential and taking corrective action to mitigate dangerous conditions.

Exercise participants who experience cold injuries or the signs and symptoms of hypothermia should immediately stop working, inform a controller, and be brought to the on-scene real emergency site.

Real Emergency Procedures.  For an emergency that requires medical assistance, the phrase will be “Real Medical Emergency, Stop Exercise Play”.  The following procedures will be used in case of an actual emergency during the exercise:

· The first exercise player, controller, evaluator, or observer who becomes aware of an actual emergency will announce “Real Medical Emergency, Stop Exercise Play” at the venue.
· If the nature of the emergency is such that a suspension of the exercise is needed, all exercise activities will immediately cease.
· The Controller and/or safety officer or medically qualified individual will ascertain the emergency and dial 9-1-1 if appropriate.  

· The Lead Site Controller will inform the Control Cell Leader of the event.  The Lead Site Controller and the Senior Exercise Controller will determine the status of exercise play.

· Once the situation has been cleared, the Senior Exercise Controller and the Lead Site Controller will determine the resumption of exercise play.

Fire Safety.  Should a fire emergency occur during the exercise, dial 9-1-1 to obtain assistance.  Following are fire safety requirements for the exercise:

· Firefighting equipment will be readily available and in close proximity.

· Particular care will be taken to ensure no exercise operations cause unintentional fires.

· Re-supply fuels, specifically gasoline, kerosene, and diesel fuel, will be stored only in approved containers.  They will be clearly labeled for content and will be stored away from combustible materials.  They will not be stored within 50 feet of an ignition source such as open flames or electrical or gas-operated equipment that could spark or short out.  “No Smoking” signs will be posted near the storage area.  Fire extinguishers and other safety equipment will be stored close to the re-supply fuel storage area, but not with the fuel containers.  Fuels will be handled using safe handling methods.

Weapons Safety.  It is the policy of the U.S. Department of Homeland Security, Office for Domestic Preparedness (ODP) to ensure that every effort is made to provide a safe and secure environment at all ODP-sponsored exercises for its participants, observers/VIPs, control/evaluation staff, volunteers, and the general public.  

Exercise planners and controllers shall plan for and promulgate control measures with regard to weapons, whether introduced as a simulated device during exercise play or utilized by law enforcement officers in their normal scope of duties.  

· For the purpose of this policy, a weapon shall include all firearms, knives, explosive devices, less than lethal weapons/tools/devices, and any other object capable of causing bodily harm.

· Qualified personnel (law enforcement, security, military, etc.) with legal authority to carry weapons who have an assigned exercise role (responder, tactical team, etc.) and have the potential for interaction with other exercise participants shall NOT carry a loaded weapon within the confines of the exercise play area.  They may continue to carry their weapon only after it has been properly cleared and rendered safe (i.e., no ammunition in chamber, cylinder, breach, or magazines) and only after being marked or identified in a conspicuous manner (i.e., bright visible tape around the visible stock or holster).   The use of an area clearly marked as “off limits,” and with assigned armed personnel to secure weapons in a container, vehicle, or other security area is acceptable, and should be consistent with host jurisdiction weapons security policies.

· Qualified personnel (law enforcement, security, military, etc.) with legal authority to carry weapons who are utilized to provide “real world” perimeter security for the exercise and have no assigned or direct interaction with exercise participants may continue to carry loaded weapons as part of their normal scope of duty.  

· All other personnel with no legal authority to carry weapons shall not bring, introduce, or have in their possession any weapon of any type in any area associated with the exercise.  Safety briefings will be provided to all exercise participants specifying provisions and policies regarding weapons prior to the start of the exercise.

· Simulated explosive devices, such as ‘flash bangs’, pyrotechnics, flares, smoke grenades, etc. will be handled and/or detonated only by qualified exercise staff or bomb technicians.

· Aggressive behavior will not be tolerated during exercise conduct, except in matters of self-defense.  Examples of aggressive behavior may include but are not limited to: excessive speeding; uncontrolled animals (i.e., K-9s, horses, etc.); employment of defense products (i.e., mace, pepper spray, stun guns, tasers, batons, etc.); and forceful use of operational response equipment or tools (i.e., pike poles, hose lines used at full stream on victims, etc.).

· Exceptions to this policy specifying special mitigating circumstances shall be directed, in writing, to ODP 30 days prior to the exercise.

D.  Assembly Area

An area adjacent to or near the exercise site will be designated as the Assembly Area for the exercise.
Pre-Exercise.  All participating agencies and their units/apparatus will report to the Assembly Area and report their arrival to the Assembly Area controller.  Responding units will be positioned in the order of their response in the Assembly Area.  The Lead Site Controller will notify the arrival of and readiness of participating agencies/units to the Control Cell Leader announcing the beginning of the exercise.
Exercise.  Units will be released from the Assembly Area as directed by the Assembly Area controller using a deployment timetable that will be distributed before the start of the exercise.  No participating personnel or units will depart the Assembly Area unless released by an Assembly Area controller or in response to a real emergency.

Part 4 – Logistics

A.  General

This section specifies tasks to accomplish specific support exercise preparation, conduct, and/or evaluation.  This plan includes notification of controllers, obtaining briefing rooms and classrooms, communications requirements, meals, transportation, facility security badging/access, and acquiring/assembling props (e.g., moulage, mannequins, generators, lighting, simulated material).  Planning generally includes the following:

· Scheduling, including preparatory activities, conduct of the exercise, the critique process, and the evaluation report.

· Identifying exercise participants and, if necessary, various non-participants.

· Identifying victims and the symptoms they are to display.

· Identifying a critical events timeline to guide controllers during the exercise.

Actors/Volunteers.  The recruitment, training, identification, logical management and transportation of exercise actors/volunteers will be managed by agencies in contract with CA HSEEP including Sacramento County Sheriff Volunteer Service Corps for the Inland Region and the City of Fremont Fire Department Community Emergency Response Team (CERT) for the Coastal Region and San Francisco Office of Emergency Services.  

Special needs/disabled populations will also be represented in GG 05.  In collaboration with the California Department of Rehabilitation, citizens with special needs and/or disabilities will participate in the exercise as actors/volunteers.
CA HSEEP appreciates the volunteer coordinators for their participation and support of the GG 05 exercise.
On-Site Logistics

Parking.  Venue Points of Contact will identify player, controller/evaluator and observer parking.


Assembly of Response Equipment and Personnel.  

Inland Region:  Response equipment and personnel for the Roseville Rail Yard incident will assemble at the Home Depot parking lot on Roseville Road; and for the Tower Bridge incident assembly will be adjacent to Raley Field.

Coastal Region: Response equipment and personnel for the Jack London Square incident will assemble at the Oakland Coliseum; and for the Port of Oakland incident assembly will be at the Oakland Army Base.  SWAT activities will be conducted at Alameda Point in Oakland, California.
State Operations Center: Response personnel reporting to the State Operations Center will assemble at State Office of Emergency Services on Shriver Avenue, Mather, CA.  
Transportation Offsite.  Actors/victims will be transported by buses, ambulances and ferries managed by volunteer coordinating agencies to the exercise site and area hospitals.

Food, Water and Snacks.  Food, water and snacks for exercise participants will be provided by the participating agencies.  
Restroom Facilities.  Restroom facilities will be located onsite for use during the exercise.

Clean-up and Restoration.  Immediately following the completion of exercise play at the location, participants will initiate equipment removal and clean-up operations to restore the venue to pre-exercise conditions.  All agencies assist in these efforts by instructing personnel to refrain from littering and begin removal of equipment and vehicles as soon as possible after the exercise.

Recording and Documenting Activities.  Media camera crews and still photographers will be operating throughout the exercise.  All participants must maintain awareness of media presence and maintain professional behavior and actions at all times.  
B.
Security and Access

General.  The local exercise participating agencies will secure and control entry into the selected site and only authorized personnel will be permitted access into the exercise play areas.  The site security team will be responsible for maintaining the integrity of the exercise site, the designated parking, traffic control, and any other security requirements that may arise during preparation or conduct of the exercise.

All exercise participants are responsible for site security by being aware of surroundings and personnel in the exercise venue.  It is each participant’s duty to notify site security of suspicious persons or behavior.

This is an unclassified exercise; however, participants must take appropriate security measures to safeguard information and material they deem sensitive throughout the exercise.

Responsibilities.  The Exercise Director and exercise planning team are responsible for establishing policies, concepts, and standards for the exercise.

Each participating organization should follow its internal security procedures, augmented as necessary, to comply with exercise requirements.

Observer/VIP Coordination.  Each participating agency will control and authorize observers and VIPs in their exercise venue.  Proper identification will be provided to observers to ensure security of the area.  Observers/VIPs will be escorted to the observation area for orientation and conduct of the exercise.

Media personnel will view the exercise from a designated area.  Media personnel and observers are requested to be in place no later than 15 minutes before the start of the exercise.  All observers will be asked to remain within the designated observation area during the exercise.  

Identification.  Distinctive badges will be issued to exercise staff (controllers and evaluators) to ensure exercise identification.  All exercise personnel and observers will be identified by agency uniforms, or agency/exercise provided identification tags/badges.  The following chart describes the identification items.

	Group
	Badge

	Exercise Cell Staff
	Tan

	Controllers
	Yellow

	Evaluators
	Blue

	Actors/Victims
	Per Volunteer Coordination Agency

	VIPs
	Green

	Observers
	Green

	Venue/Facility Support Staff
	Facility/Agency Specific 

	Media Personnel
	Red

	First Responders, Uniformed
	Facility/Agency Specific

	First Responders, Civilian Clothes
	Facility/Agency Specific


C.
Communications

· Participants will utilize the normal communication systems and channels for exercise play.  
· Controllers, evaluators and the SIMCELL will communicate through cell phones and land lines.

· “This is a Real Emergency, Stop Exercise Play” will be the designated phrase to indicate there is a real world emergency in the exercise area that requires immediate attention.

D.
Exercise Communications


[image: image9]
Player Communications.  Players will use routine, in-place agency communications systems.  The need to maintain a response capability for real world response may preclude the use of all communications channels or systems that would usually be available for an actual incident.  In no instance will exercise communications interfere with real-world emergency communications.  On-site interagency communications between agencies will be conducted on a designated frequency.

Controller/Evaluator/SIMCELL Communications.  All communications between controllers, evaluators and SIMCELL will occur on cell phones or designated land lines.  In no case will controller communications interfere with, or override, player communications circuits.

Exercise Activation.  The exercise emergency response operations will be initiated by simulated radio calls from the public and multiple calls to 9-1-1.  The appropriate agencies will respond in accordance with their regular dispatch/response procedures.  Exercise activities will employ agency-specific radio communications on radio frequencies assigned for exercise purposes.
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Golden Guardian 2005 Exercise Scenario

Full Scale Exercise

November 15, 2005

Event 1-- Time:  9:00 am  

A two-man team approaches the rail cars in the Roseville Rail Yard.  One man, carrying a backpack, approaches a slow moving northbound train and positions the backpack on a Sulfur Dioxide tanker car.  The other man approaches a parked tanker car of Acetone and positions his backpack on the car.  These two men then run into the rail yard away from the tankers.  

There is an explosion on the Acetone car which ruptures and burns.  The second backpack, on the Sulfur Dioxide car, partially explodes leaving several 1”-2” holes on the side of the rail car.  The Sulfur Dioxide rail car continues north into Placer County area of the rail yard several hundred yards from the burning Acetone car.  The Sulfur Dioxide car is damaged and leaks 70% of the chemical and the remaining 30% is available for off loading.  There is fire and smoke from the burning cars.

A sniper covering his team in the rail yard, fires several times into several passing trains.  One of the bullets ricochets penetrating into the dome of a southbound Chlorine tank car, causing a rupture in one of the pipes.  Immediately the chemical begins leaking from the tanker and a plume develops.  The rail car continues southbound into Sacramento County and stops several hundred yards from the burning Acetone car.

Multiple credible witnesses report that the sniper firing upon the trains dropped the weapon and jumped into a waiting car, a blue Honda sedan and enters the freeway going toward Sacramento County.  A bystander has taken down the license plate number of the vehicle and provides the number to the police.  

Witnesses to the events, credibly report that the two men planting the bombs on the tanker cars ran across the rail yard, away from the explosion area and into some vacant and unused rail cars.  They have not been seen since the explosion but are believed to be somewhere in the rail yard.  

Evidence at the scene includes:

· The 50 caliber rifle and a handgun at knoll where the shooter entered the car

· Shell casings at the site of the shooting

· Tire tracks 

· Remains of the backpack bomb

· Footprints of the suspects around the scene

The following rail lines are affected:

· Rail line 311 is the location of the northbound train with the Sulfur Dioxide tanker and 45 cars.  The train is on the Placer/Sacramento County line.

· Rail line 312 is the location of the train with the chlorine tanker and 30 cars.  It is southbound and comes to a stop in Sacramento County near the Sacramento/Placer county line.

· Rail line 313 is the location of the northbound train with the acetone tanker and 32 cars.  After the explosion, it comes to a stop in Placer County near the Placer/Sacramento County line.  

Atmospheric conditions and wind direction

Wind 11.25 miles/hour from the Southwest

Stability Class C

Cloudy day

47 Degrees Fahrenheit

Exercise play for the rail cars:

· Chlorine tanker car in Sacramento County will have a 1 inch hole that will require patching.  However, a chemical plume develops.

· The acetone car will fully rupture in Placer County and the chemical will leak out, some will burn, and a plume will develop.

· The Sulfur Dioxide tanker car will partially rupture and leak 70% of the product and the 30% remaining will have to be off loaded.
· Casualties:  Casualties will exceed capabilities of healthcare facilities causing activation of alternate care facility plans and sites at one or more of the hospitals in Placer County.  For additional information on the Medical and Health exercise scenario and play, see the Inland or Coastal Region Medical and Health Exercise Guidebook.  

10 major injuries (burn and trauma)

20 moderate injuries (trauma)

25 minor injuries (trauma and uninjured)

· Fatalities:  

80 dead rail workers and bystanders on the Sacramento County side of the rail yard

30 dead rail workers and bystanders on the Placer County side of the rail yard

· Infrastructure damage:  


· Rail lines halting rail transportation 

· Utilities around rail yard

· Buildings near the explosion area

· Environmental damage:

· Animals and fish are killed from the chemicals and will require extensive resources for recovery.

· Evacuations:

· Evacuation of 400,000 people expect

· The immediate area evacuates as a chemical plume begins to develop

· Immediate residential area near rail yard is ordered to shelter-in-place

· Evacuations will occur in a five mile radius of the rail yard  from the Placer/Sacramento County line

· Contamination:  

· Exposed workers

· Nearby residents 

· Nearby businesses

· Buildings, train cars

· Dead bodies

· Animals and fish

· Recovery issues:

· Animals and fish dead due to chemicals

· Damage to infrastructure

· Buildings and dwelling contamination preventing return/re-entry

Event 2-- Time:  9:05 am
An IED detonates at a construction site in central Jack London Square, damaging nearby buildings and injuring many people attending the Farmer’s Market and Art Show being held in the parking lot area of the Square.  There are many casualties and fatalities from the explosion.  Panic erupts in Jack London Square as people flee the scene.  

Immediately after the construction site explosion, three backpack bombs are detonated in key locations surrounding the Farmer’s Market and Art Show and a fine aerosol is disbursed over a six-block radius.  There is an immediate impact on the people contacting the aerosol (chemical) in the area and they are demonstrating neurotoxic signs and symptoms including hypersalivation, sweating, bronchospasm, abdominal cramps, muscle weakness, small pupils, twitching and seizures.   

Many people are dead or injured from the blast and/or contaminated from the chemical exposure.  

Multiple credible witnesses report that just prior to the construction site explosion there were two men standing in the area with backpacks.  The witnesses remember the men setting the backpacks down and walking away, then the construction site explosion occurring a few minutes later.  

Other witnesses from the Art Show report that they saw four (4) men in different locations within Jack London Square with backpacks.  They remember seeing the men set the backpacks down and walk away.  Then, the backpacks exploded and a fine aerosol spray came out of the backpacks.  

During the rescue operations and scene investigation, a fourth backpack is found intact in the Farmer’s Market and Art Show area and did not explode because the cell phone detonator was set to the wrong time.  The chemical (aerosol spray) is VX, homemade by the terrorist group.  

Multiple credible witnesses report that several men left the scene in a blue Honda sedan.  The vehicle and the men are seen one hour later at an apartment complex in Oakland.  Law Enforcement and SWAT teams conduct operations to locate and arrest the individuals.

A building to building search throughout Jack London Square is conducted by Fire and Rescue to determine if there are additional injured/contaminated or dead people in the area.

Atmospheric conditions and wind direction
Wind 6.75 miles/hour from the West - Northwest
Stability class B

55 degrees Fahrenheit

· Casualties:  

· 100 dead

· 250 moderately to acutely injured

· 200 with neurotoxin signs and symptoms from chemical contamination

· 20 dead

· 80 with high level exposure

· 70 moderate exposures

· 50 low level contamination or no-exposures

· 1500 minor injuries and the “worried well”

· Infrastructure damage:

· Extensive damage to affected buildings

· Extensive blast damage to nearby buildings in immediate area

· Moderate to minor damage to buildings in the nearby area.  

· Utilities, power, water, sewer

· Evacuations:

· Jack London Square

· Contamination: (VX)

· Visitors in the Square

· Buildings

· Dead bodies

Event 3—Time:  9:15 am

The large chlorine, acetone and Sulfur Dioxide plumes develop over the Roseville Rail Yard area.  Plume modeling indicates the plume will move over the Antelope and Roseville/Rocklin areas and will necessitate an evacuation of upwards of 400,000 residents and workers.  

· Casualties:  None at this time

· Fatalities:  None at this time

· Infrastructure damage:  

· Chemical contamination of buildings, homes etc.

· Evacuations:  

· Based on population numbers in the 5 mile protection zone/evacuation zone

· Sacramento County:  275,500 evacuees
· Placer County:  150,000
· Shelter in place order for immediate area

· Residents in plume area ordered to evacuate

· Plume will be slow moving and give time for safe evacuations

· Long term shelters required for residents


· Planning for the sheltering of 25,000 residents is activated. 

· Note:  Sheltering for medically fragile/vulnerable populations will not be activated during this exercise.  

· Contamination:  

· Decontamination may be required for some evacuees and residents

· Screening for contamination will need to be set up as evacuations occur and at shelters, hospitals etc.

Event 4—Time:  9:15 am
A secure industrial facility in West Sacramento near the Port of Sacramento receives a credible bomb threat.  The facility institutes Level 3 Security and activates internal and external security procedures.   

During the investigation and search of the facility, a bomb is discovered in a backpack at a key location within the facility.  The cell phone initiator has the wrong time set so it does not explode.  

Event 5—Time:  9:40 am

A gasoline tanker truck containing 3500 gallons of gasoline approaching the Tower Bridge from West Sacramento explodes and a major fire erupts.  The driver, a terrorist, had intended to drive the truck fully onto the bridge before exploding but was unable to access the bridge due to a West Sacramento Traffic Officer directing traffic around a construction project site nearby.  Instead, the driver proceeded to the West Sacramento entrance of the bridge and detonates the bomb.  The gasoline fire has engulfed surrounding cars.  No fire or gasoline flows into the Sacramento River; however, there is a concern that the river may be affected.  

There is an LPG tanker truck on the bridge and when the driver sees the explosion, he abandons the vehicle.  The LPG tanker truck is heating up due to the fire and the tanker truck is venting.

The LPG tank truck is a major threat with a possible blast zone of up to ½ mile in radius.  This becomes a threat to the State Capitol and surrounding State buildings.  

Damage to the bridge is extensive and several bridge supports have collapsed.  Injuries to other motorists and pedestrians in the area are reported.  Traffic congestion at the site is heavy.  

· Casualties:  

· Dead:  10 in West Sacramento 

· Major injuries:  125

· Moderate to Minor injuries:  260  (from the blast impacting the buildings surrounding the bridge)

· Infrastructure damage:  

· Tower Bridge

· Waterway compromised with debris

· Evacuations:  

· Threatened structures:

· Embassy Suites

· The Zigarat Building (houses Dept. of General Services)

· Capitol and state buildings in surrounding area

· Westfield Mall

· Old Sacramento businesses

· Utilities in the area

· Contamination:  None

Event 6—Time:  9:45 am
There is a credible bomb threat called into the main office at the Downtown Plaza on K Street in the area of the food court.  Internal Downtown Plaza security procedures are activated and a search initiated.  

During the evacuation of the mall, mall patrons incur injuries and are triaged and treated by Downtown Plaza staff and resources according to their policies and procedures.  

A backpack bomb is found with the cell phone initiator in the food court area under a table.  The time is set incorrectly and therefore does not detonate.  Local law enforcement and Explosive Ordnance Disposal (EOD) teams respond to the Downtown Plaza.

Event 7—Time:  9:45 am

An ambulance sitting in the ambulance staging area waiting to pull up to the triage and transportation area in Jack London Square explodes.  The ambulance was intended to explode in the triage area, however the timing device was set to the wrong time and exploded prematurely.  The driver and passenger in the ambulance are killed in the explosion and the ambulance directly behind the exploded ambulance is affected, severely injuring the driver and passenger in the rig.  Three other bystanders standing within 10 feet of the explosion are killed and others injured from the blast.  This event raises awareness of the triage site as a secondary target and security increases in and around the site.  

· Casualties:  

· 5 dead

· 2 severe injuries

· 3 moderate injuries

· 36 minor injuries

· Infrastructure damage:  


· Ambulance debris surrounding the area and staging area must be relocated

· Ambulance sitting behind the exploded vehicle is severely damaged and rendered non-functional

· Evacuations:

· Ambulance staging area must be relocated and security tightens

· Contamination:  None

Event 8—Time:  10:30 am

A credible bomb threat is called into the hospital main desk at UC Davis Medical Center, stating there is a bomb somewhere on the grounds.  The Medical Center is receiving multiple casualties from the incidents in Sacramento and surrounding areas and ambulance traffic and patient receiving may require diversion.  

An ambulance without a driver or crew has been sitting in the Ambulance Bay for approximately 20 minutes.  A nurse observing the closed circuit camera reports the ambulance just sitting there, delaying other ambulances from coming into the area.  UCDMC police department is notified and responds to investigate.  As they approach the vehicle, they notice a large box with wires protruding in the back of the rig.  The Medical Center staff, security and local police activate bomb threat procedures and emergency response/evacuation procedures.

The bomb is made of 500 pounds of TATP explosive and the detonator is a cell phone.  The ambulance was an old vehicle that was restored to look like the Sacramento area ambulances.  

Event 9—Time:  10:45 am

Credible bomb threats are made to hospitals in San Mateo County and Alameda County and Contra Costa County.  Bomb threat procedures are initiated in those facilities and in all healthcare facilities in the counties.  (See the Coastal Region Medical and Health Exercise Guidebook for more details of the Golden Guardian Medical and Health agency play.

· Casualties:  none 
· Infrastructure damage:  none

· Evacuations:  potential floor evacuations if suspicious device found

· Contamination: none

Event 10—Time:  11:30 am

Port of Oakland:  A twenty foot ocean shipping container, EECU 2531765 being discharged from the M/V Coastal Guardian explodes. The shippers’ declaration of dangerous goods indicates: 800 PP WOVEN BAGS WITH PE INNER BAGS; gross mass: 18,253 Kgs of SULPHAMIC ACID. 

There are multiple casualties in the immediate area and heavy smoke from the fire.  The United States Coast Guard (USCG) elevates the MARSEC level and security procedures are initiated.  

· Casualties:  

· Port:

· 12 stevedores dead

· 25 stevedores with moderately to severe injuries

· 60 stevedores with minor injuries

· Infrastructure damage:

· Extensive damage to port facilities

· Freeway system impacted from smoke and damage/debris and traffic congestion impeding responders

· Railways damaged

· Utilities, power, water

· Evacuations:

· Selected port facilities

· Oakland Airport on alert and possible evacuations

· Contamination:  none

Event 11—Time:  Upon Activation and Ongoing

During the course of emergency response, the Hornblower Cruises and Events vessel are utilized to transport some of the casualties from the Port/Alameda County area to San Francisco.  200 minor and moderately injured victims will be transported to San Francisco for triage, treatment and care.

Emergency plans are activated and San Francisco receives casualties and sets up casualty collection points and triage areas to receive and distribute patients to the hospitals in the area.  

Annex E
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Appendix A

Golden Guardian 2005

Schedule of Events

	Event
	Date

	Initial Planning Conference
	Inland:  March 10, 2005

Coastal:  March 30, 2005

State Agency:  March 11, 2005

	Workshop
	Inland:  April 21, 2005

Coastal:  April 28, 2005

State:  April 22, 2005

	MSEL Conference
	Inland:  May 24, 2005

Coastal:  May 26, 2005

State Agency:  May 20, 2005

	Mid Planning Conference
	Inland:  June 14, 2005

Coastal:  June 15, 2005

State Agency:  June 17, 2005

	Tabletop Exercise
	Inland:  July 14, 2005

Coastal:  July 13, 2005

State Agency:  July 20, 2005

	Seminar
	Inland:  September 1, 2005

Coastal:  August 31, 2005

State Agency:  September 8, 2005

	Governor & Cabinet Seminar
	September 9, 2005

	Final Planning Conference
	Inland:  October 6, 2005

Coastal:  October 5, 2005

State Agency:  October 7, 2005

	State Agency Functional Exercise
	October 18, 2005

	Controller and Evaluator Training
	Sacramento, CA:  October 20, 2005

Oakland, CA:  October 21, 2005

	Intelligence Agency Communications 

Tabletop Exercise
	November 3, 2005

	Full Scale Exercise:  Response
	November 15-16, 2005

	Tabletop Exercise:  Recovery and Mitigation
	November 29-30, 2005

	After Action Reporting and Process Improvement
	December 8, 2005
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Agency Hours of Exercise Play

Appendix C

Exercise Venue Site Maps/Locations

Appendix D

Acronym List

	AAR
	After Action Report

	ACS
	Auxiliary Communication Systems

	ARB
	(California) Air Resources Board

	ATF
	Alcohol, Tobacco and Firearms 

	BT
	Bioterrorism

	CA HSEEP
	California Homeland Security Exercise and Evaluation Program

	Cal-EPA
	California Environmental Protection Agency

	Cal-OSHA
	California Occupational Safety and Health Administration

	CBRNE
	Chemical, Biological, Radiological, Nuclear, Explosive

	CDC
	Centers for Disease Control and Prevention

	C/E
	Controller and Evaluator

	CFR
	Code of Federal Regulations

	CIP
	Corrective Improvement Plan

	CIWMB
	California Integrated Waste Management Board

	COG
	Continuity of Government

	COOP
	Continuity of Operations

	COSIN
	Control Staff Instruction Manual

	DHS
	Department of Homeland Security (Federal Agency)

	DoD
	Department of Defense

	DPR
	Department of Pesticide Regulation

	DTRA
	Defense Threat Reduction Agency (Dept of DOD)

	DTSC
	Department of Toxic Substances Control

	EOC
	Emergency Operations Center

	EOD
	Explosive Ordnance Disposal 

	EPA
	Environmental Protection Agency (United States)

	ESF
	Emergency Support Function

	EVALPLAN
	Evaluation Plan

	EXPLAN
	Exercise Plan

	FBI
	Federal Bureau of Investigation

	FEMA
	Federal Emergency Management Agency

	FOUO
	For Official Use Only

	FPC
	Final Planning Conference

	FSE
	Full Scale Exercise

	GG 05
	Golden Guardian 2005

	GGCC
	Golden Guardian Coordinating Committee

	HazMat
	Hazardous Material

	HLS
	Homeland Security

	HRSA
	Health Resources and Services Administration

	HSEEP
	Homeland Security Exercise and Evaluation Program

	HSTEEP
	Homeland Security Training and Exercise and Evaluation Program

	HSPD
	Homeland Security Presidential Directive

	IED
	Improvised Explosive Device

	ICP
	Incident Command Post

	ICTAP
	Interoperable Communications Technical Assistance Program

	IP
	Improvement Plan

	IPC
	Initial Planning Conference

	JCAHO
	Joint Commission for Accreditation of Healthcare Organizations

	JIC
	Joint Information Center

	JTTF
	Joint Terrorism Task Force

	LLIS
	Lessons Learned Information Sharing (a website)

	LSI
	Large Stadium Initiative

	MAA
	Mutual Aid Agreement

	MHOAC
	Medical and Health Operational Area Coordinator

	MMRS
	Metropolitan Medical Response System 

	MMTF
	Metropolitan Medical Task Force

	MOU
	Memorandum of Understanding

	MPC
	Mid Planning Conference

	MSEL
	Master Scenario of Events List

	NIMS
	National Incident Management System

	NRP
	National Response Plan

	OA
	Operational Area

	OASIS
	Operational Area Satellite Information System

	ODP
	Office for Domestic Preparedness

	OEHHA
	Office of Environmental Health Hazard Assessment

	OES
	Governor’s Office of Emergency Services

	OHS
	Governor’s Office of Homeland Security (State of California)

	OSHA
	Occupational Safety and Health Administration

	PIO
	Public Information Officer

	PIWG
	Public Information Working Group

	PPE
	Personal Protective Equipment

	POC
	Point of Contact

	REOC
	Regional Emergency Operations Center

	RIMS
	Response Information Management System

	RSP
	Render Safe Procedures

	RTTAC
	Regional Terrorism Threat Assessment Center

	RWQCB
	Regional Water Quality Control Board

	SAA
	State Administrative Agency

	SEMS
	Standardized Emergency Management System

	SITMAN
	Situation Manual (player handbook)

	SMART
	Simple, Measurable, Achievable, Realistic and Task Oriented

	SME
	Subject Matter Experts

	SOC
	State Operations Center

	STTAC
	State Terrorism Threat Assessment Center

	SWRCB
	State Water Resources Control Board

	SWAT
	Special Weapons and Tactics

	TCL
	Target Capability List

	TEWG
	Terrorism Early Warning Group

	TLO
	Terrorism Liaison Officer

	TSA
	Transportation Security Administration

	TTX
	Tabletop Exercise

	UASI
	Urban Areas Security Initiative

	US PHS
	United States Public Health Services

	UTL
	Universal Task List

	VIP
	Very Important Person

	WMD
	Weapons of Mass Destruction


[image: image12.png]



















































Figure 1





All spoken and written communications will start and end with the statement, “This is an Exercise”.





Figure 7:  Exercise Logistics Cell





Figure 8:  Simulation Cell





Figure 6:  Public Affairs                     


                        Cell





Figure 4:  Control Cell





Figure 5:  Evaluation Cell





Figure 2











State Operations Center (OES)





Inland Region Emergency Operations Center (REOC)





Coastal Region Emergency Operations Center (REOC)





Inland Region


IED and chemical release within Sacramento Valley Area





Coastal Region


IED and 


chemical release in Oakland





Golden Guardian 2005 Scope of Activity 


Within California
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GOLDEN GUARDIAN 05

Exercise Events Timeline

November 15, 2005

EVENT 1

Explosion

Roseville rail yard

chemical tanker car

0900

EVENT 2

Explosion

Jack London

Square

0905

EVENT 3

Chemical plume

develops over 

Roseville area necessitating evacuation of populations

0915

EVENT 4

Credible Threat to industrial facility in West Sacramento, unexploded bomb found

0915

EVENT 5

Explosion

Tower Bridge

0940
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FINAL

9-23-05

EVENT 6

Credible Bomb Threat in the Sacramento Downtown K Street Mall in the food court area

0945

EVENT 7 Secondary explosion in ambulance staging area-Jack London Square

0945

EVENT 8

Car bomb found at UC Davis 

Medical Center

Emergency Room

1030

EVENT 9

Credible bomb threat

to Alameda and 

San Mateo medical

facilities

1045

EVENT 10

Explosion

Port of Oakland

1130

FOR OFFICIAL USE ONLY
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