
[image: image4.png]


[image: image5.png]



Golden Guardian Exercise 

2005

Medical and Health

Exercise Guidebook

Coastal Region:
Alameda, Contra Costa, San Francisco, San Mateo and Santa Clara Counties
November 15, 2005

State of California

Office of Homeland Security

Homeland Security Exercise and Evaluation Program
Introduction and Executive Summary

Dear Exercise Participant,

This is an exciting year in the evolution of the annual Medical and Health Disaster Exercise!  This year, Medical and Health community will be exercising with the complete emergency management system in California, participating in the Golden Guardian 2005.

The Golden Guardian Exercise Series is an exercise program conducted annually to coordinate the activities of city, county and state governments, first responders, volunteer organizations and private industry in response to terrorism.  This exercise will enhance interagency coordination and cooperation, provide training to staff, test response and recovery capabilities and activate the Standardized Emergency Management System (SEMS)/National Incident Management System (NIMS) and the mutual aid system across California.  This series of exercises is conducted by the California Homeland Security Exercise and Evaluation Program (CA-HSEEP) under the auspices of the California Office of Homeland Security.  Grant funding for CA-HSEEP is provided by the Federal Office for Domestic Preparedness.  

The scenario for Golden Guardian Exercise 2005 (GG 05), being conducted on November 15 and 16, 2005, is a terrorism event utilizing Improvised Explosive Devices (IED) and a chemical release.  The event will occur in multiple sites within the state of California, focusing on the Sacramento Valley region and the Bay Area.  There are eight counties in California that are participating in the Golden Guardian Exercise 2005 (GG 05) including:  Sacramento, Placer, Yolo, Alameda, Contra Costa, San Francisco, Santa Clara and San Mateo.  
Since 1999, the California Emergency Medical Services Authority conducted the Statewide Medical and Health Disaster Exercise with a focus on hospitals, EMS providers, clinics, public health departments and the medical branch of the county Emergency Operations Centers.  GG 05 will provide an expanded exercise involving the full spectrum of emergency management and response agencies, including governmental agencies in participating counties.  Hospitals, EMS providers, clinics and public health departments will be able to interact and collaborate with entities outside of the medical and health community, especially governmental agencies at the local, county, regional, state and federal level.  
The medical and health community in the GG 05 Exercise counties is invited and strongly encouraged to participate in GG 05 on November 15, 2005!  This exercise provides unique opportunities for providers to test internal emergency management plans and also exercise with the emergency management system in the cities, county, region, state and federal agencies!  

The Operational Area (county) Exercise Contact is your point of contact for planning, questions and organization for the exercise.  Please see page 45 of this guidebook for the listing of Exercise Contacts.  In addition, if you have any questions, please contact Cheryl Starling, RN, CA-HSEEP Lead Planner for Golden Guardian 2005 (see contact information on page 45 of this guidebook).
Important Timelines and Deadlines

August 31, 2005
Deadline to fax your Intent to Participate Form (page 16) to the Operational 



Area Medical/Health Exercise Contact (see listing of contacts on page 45).

November 15, 2005
Exercise Day.

December 6, 2005
Deadline to complete and mail the Master Answer Sheet to CA-HSEEP (see address on the forms) to receive a Certificate of Participation.
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EXERCISE OBJECTIVES

Healthcare Facility Objectives

Pre-Exercise Event:  [Joint Commission on Accreditation of Healthcare Organizations (JCAHO) EC 4.10.2 and EC 4.10.15 and Title 22 70741(b)]

Assess the facility’s integration and participation in community wide emergency management program for preparedness, planning and response.  This integration includes area hospitals, public health, public and private emergency medical services providers, law enforcement and emergency managers.  As a result of this assessment, create collaboration and relationships with important providers to prepare for the exercise and any actual event.  

Objective I: 
(JCAHO EC 4.10.2 and EC 2.9.1)   

Implement the facility’s emergency preparedness response plan using a recognized incident command system (such as HEICS).  Participation in this exercise meets the California

Title 22, 70741(d) and JCAHO EC 2.9.1:  The emergency management plan must be exercised at least twice per year.

Objective II: 
(JCAHO EC 4.10.10)

Assess the status of your facility and communicate that status to appropriate governmental agencies within the operational area, including the Medical and Health Operational Area Coordinator.  
Objective III:  

Utilize ReddiNet(, HART(, or other electronic hospital communication system for information dissemination, facility status and patient distribution.  
Objective IV 
(JCAHO EC 4.10.18)

Assess back up systems or techniques for addressing loss of primary communication systems.  Implement alternate communication systems to contact public/private medical and health officials, including local government, “sister” and other supportive area healthcare facilities or hospitals.

Objective V: 
(JCAHO EC 4.10.13)

Assess the response capability of managing an influx of patients and facility overcrowding and test the plans and procedures to activate alternate care sites.
Objective VI:  (JCAHO 4.10.10)
Assess the response capability of managing scarce resources in the emergency event including blood and blood products.
Objective VII:  (JCAHO EC 4.10.10)

Demonstrate the ability to develop risk communication messages consistent with local authorities in a rapid and timely manner for internal and external dissemination.

Healthcare Facility Objectives (continued)
Objective IX:  (JCAHO Proposed Revision to E.C. 4.20.9, May 13, 2005)

Utilize measurable performance expectations established by the facility as planned tests (this exercise) to evaluate the timeliness and quality of the core performance areas:  event notification, communication, resource mobilization and allocation and patient management.
Ambulance Objectives
Objective I:

Implement the provider’s emergency preparedness response plan using a recognized incident command system.  
Objective II:  
Assess the capability to rapidly poll available ambulance units to deploy to the scene (staging area).  

Objective III:

Assess the status of your facility/agency and communicate that status to appropriate governmental agencies including the operational area.

Objective IV
Assess the security of staff and resources, including ambulances, in a terrorism event and determine what specific measures would be instituted in a terrorism event.
Objective V:
Assess back-up systems or techniques to handle potential problems associated with at least one system critical to the operation of the service, i.e. alternate routing, closure of major healthcare facility and diversion of ambulance traffic.  
Objective VI:
Assess the ability to manage transportation of trauma and burn victims and coordinate with healthcare facilities and local medical/health contacts.

Local Public Health Objectives
Objective I:  

Assess the department’s ability to communicate threats and health alerts to emergency management officials and healthcare providers, including hospitals, clinics and EMS providers.
Objective II:

Develop risk communication messages consistent with local emergency managers, hospitals and other offices in a rapid and timely manner for internal and external dissemination.
Objective III: 

Activate plans and decision making processes for the set up of mass evacuation shelters for displaced citizens in collaboration with governmental (i.e. California Department of Social Services) and non-governmental agencies (i.e. American Red Cross)

Local Public Health Objectives (continued)

Objective IV:

Assess the plan and procedure to implement local public health surveillance, epidemiology and post-event follow up for victims of a chemical exposure.

Objective V: 

Activate environmental health plans in response and recovery to a mass evacuation of victims due to a chemical exposure over a 5 mile radius.
Auxiliary Communication Systems (ACS) Objectives

Objective I:  (Pre Exercise)

Coordinate with local and facility based ACS operators on frequencies, protocols and forms utilized during an emergency event.

Objective II:
Test facility and provider ACS and redundant communication systems using established frequencies, protocols and forms.

EXERCISE SCENARIO

BACKGROUND INFORMATION
OCTOBER 2005

Over the month of October, there have been numerous news reports of increased “chatter” of terrorism events occurring in the United States.  The Federal Homeland Security Threat Level has been raised from Yellow to Orange and then back to Yellow level multiple times during the month.  The Intelligence Community and governmental agencies have implemented protocols in response to the heightened alert levels.  
On October 26, 2005 the Federal Bureau of Investigation notified the California State law enforcement agencies that intelligence had been obtained of potential terrorism events to cities in Northern California.  While there are no specific targets given, the threat indicates that an Improvised Explosive Device (IED) may be employed by the terrorists.  

On October 27, 2005, the Federal Homeland Security Threat Level is raised to Orange.  California law enforcement agencies initiate procedures for increased surveillance and protection of critical infrastructure, with an emphasis on cities in Northern California.  
On October 28, 2005, county law enforcement agencies across California are notified by the Regional Threat Assessment Centers about the intelligence and threats of an IED and that the focus of the threats is on Northern California.  
On October 29, 2005, county governmental law enforcement agencies notify select governmental and key community entities of the increased threat and that cities in Northern California are possible targets.  While there is no specific target(s) identified, the intelligence indicates that an IED may be utilized in an attack to critical infrastructure.  

On November 14, 2005, the law enforcement agency recognizes that hospitals, EMS and Public Health providers are critical infrastructure in the community and are at high risk as a target of an IED event.  This is a reality for the healthcare community:  in June of 2005, there was an example of this in Lodi, California where two men were arrested and allegedly reported that hospitals and shopping centers were terrorist targets.  The CEO of your hospital is notified by local law enforcement of the increased Homeland Security Threat Level and it is recommended that heightened security be instituted in the facility.  
Key Discussion Points:

· When the Federal Homeland Security Threat Level is raised from Yellow to Orange, are there any increased security measures taken in the hospital, clinic, public health department or EMS provider?  (See document on Response Considerations on page 35 of the guidebook.)
· What other agencies or organizations would it be imperative to make connections with and discuss protection of your critical infrastructure?

· Is the hospital, clinic, EMS or Public Health Department provided with law enforcement information in your community?  If not, would you take any actions given the “public” information that is reported in the media as described above?

· How would your facility or agency be informed of a credible threat and who would the notification come from?

· If the CEO was provided the threat information by local law enforcement officials, how and to whom would information dissemination occur within the facility?
· If the CEO is not available or the information is provided during after office hours, how would the information be conveyed and to whom?
· What, if any, additional internal and external security measures would be instituted by your facility, given the above intelligence and information?

· How would key staff within the healthcare facility or department be notified of the potential threat?   How would all staff, patients and visitors be notified of increased security and the potential threat?
· What other opportunities, issues and challenges do you identify given this chain of events and in light of the Federal and State of California Homeland Security Threat Level at Orange?  

Exercise Day
November 15, 2005
0905 
The local television news stations report a large explosion at a construction site in Jack London Square.  There are a large number of people in the area because today the Farmer’s Market and Art Show are in the Square.  There are reports of multiple injuries and fatalities at the scene.  


Local dispatch and 9-1-1 are flooded with calls reporting the explosion and multiple injuries.  Fire, EMS and law enforcement are immediately dispatched to the scene.  The hospitals in the area are given a pre-alert message from the EMS providers that they are enroute to an explosion with multiple injuries and fatalities reported.  

0915
The news media reports a large explosion and fire at the Union Pacific Rail Yard in the Sacramento Capitol region at 0900.  The Breaking News reports show three tanker cars fully involved with fire, leaking chemicals, and a plume developing over the rail yard.  Multiple casualties and fatalities are reported at the site. Between the reports from the two incidents in the State, regular programming is stopped and all channels are reporting live.  The on-scene reporters are beginning to discuss the possibility of the events being terrorism related; however there is no verification from law enforcement.  

0920
EMS providers on scene at Jack London Square are reporting that an aerosol spray was released from 4 locations in a six (6) block area around the Square after the Improvised Explosive Device (IED) detonated and a large number of people are reporting burning of their eyes and skin, bronchospasm, hypersalivation, muscle weakness and trembling.  Multiple victims are in full body seizures and many people are dead.  The local fire and hazmat teams must identify the chemical through their procedures and testing.  

EMS providers without appropriate personal protective equipment are restricted from entering the scene due to the danger of chemical exposure.  Chemical antidotes are needed on scene to treat the large number of victims with neurotoxic signs and symptoms.  EMS providers do not have adequate medication supplies to treat the victims.  MMRS, Chempack and county cache supplies of medications will be urgently needed.  
O930
Hospitals immediately surrounding Jack London Square begin to receive an influx of ambulance patients and self-presenting patients complaining of blast-type injuries and/or burning eyes and skin, and difficulty breathing.  Patient arriving by ambulance are triaged as immediate or delayed, many with major trauma and burn injuries.  
Clinics in the immediate vicinity begin to receive walk-in patients.  Many of these patients do not have symptoms but are very afraid that they may have been exposed to “something” and want to be checked.

Key discussion points and actions:
· When and by whom is the high census plan or procedure activated to free up or add patient beds to accommodate a large number of critical admissions?

· How does the hospital assess, triage and determine the allocation of scarce trauma and burn resources?

· How does the hospital procure additional resources, including trauma and burn supplies, to meet the projected influx of critical patients?

· With the reports from EMS on scene and the news media, what actions would the hospitals and clinics take to obtain additional information about the event and chemicals involved in the incident?

· What actions will the hospitals, clinics and EMS take to protect the staff and current patients from possible exposure to chemicals?
· How will hospital staff ascertain if self-presenting patients have been exposed to the chemical/are contaminated and require decontamination?  

· How will hospital staff ascertain if the patients have been decontaminated in the field, and if so, was decontamination adequate?

· What additional resources may be needed by EMS providers to respond to this event?

· Does the EMS provider have appropriate protective equipment to enter the scene?  If not, what would the appropriate actions and decisions be to protect the providers and transport victims?

· What is the response of the Public Health Department/Environmental Health to this scene? 

0935
Initial victim estimates from Jack London Square include:

· 100 dead

· 150 immediate patients
· 100 delayed patients
· 200 with neurotoxin signs and symptoms from chemical contamination

· 20 dead

· 80 critical

· 50 moderate exposures

· 50 low level contamination or no-exposures
· 1500 minor injuries and the uninjured (“worried well”)
0945
EMS at scene has established triage and treatment areas and the Fire and HazMat teams are providing decontamination of victims.  


Alameda County EOC has requested San Francisco County to accept minor and delayed victims into the county under mutual aid.  San Francisco County confirms that they will accept victims from Alameda County and the Incident Commander at Jack London Square is notified.  San Francisco County establishes a triage and treatment area SBC Park/McCovey Cove and will accept up to 200 minor and delayed victims via ferry.  Victims are triaged by Alameda County EMS and minor and delayed victims are taken to the ferry dock for transportation to San Francisco.  

0950
Breaking News reports that a sniper is firing upon the fleeing crowds close to Jack London Square.  Details are sketchy.  Law enforcement and SWAT are mobilized to the area.  Hospitals must now prepare for the possibility of gunshot victims arriving at the facilities.  

There is so much confusion about the events and reports are sketchy.  The staff are becoming increasingly concerned and anxious about these events being terrorism related.    

Key discussion points and actions:

· What is the process for your facility/provider to obtain more information about the events?  Who will you contact both within the facility and outside of the facility?  Do you have the contact numbers of key individuals readily available?
· With the current climate of a heightened Homeland Security Threat Level at Orange and the events reported by the media, would the facility take additional security precautions, or are those precautions already in place?  If the precautions are already in place, are there additional measures that should be taken?
· Has the Emergency Operations Center in the hospital been activated and an Incident Commander identified to manage the impact of these incidents on the facility?  Has the Emergency Operations Plan and the Hospital Emergency Incident Command System (HEICS) been activated?  If it has not been activated, what are the decision-making processes to manage the incident?
· How will the hospital deal with the additional influx of gunshot victims?  Is there a procedure or system for prioritization of care and/or making decisions about how scarce hospital resources will be utilized?  If there is no procedure, what guidance will be provided to the medical staff to assist with this overwhelming influx of critical patients?  Who will make those decisions?
· How will you respond to the concerns and information needs of the staff, patients and visitors who are monitoring the same news broadcasts?
1000
Hospitals in Alameda, Contra Costa, San Francisco, San Mateo and Santa Clara are notified that a secondary explosion occurred near the triage area of Jack London Square.  An ambulance waiting at staging exploded, injuring more people.  The hospital receives this information in the Emergency Operations Center (EOC) and it is conveyed immediately to the Safety and Security Officer.


Key discussion points and actions:

· The CEO of the facility was provided with information from law enforcement on November 14th that hospitals were a target for terrorism.  Your facility is receiving large numbers of ambulances onto the grounds.  What additional security measures should be instituted to protect the facility, staff and patients?
· How does the facility EOC disseminate information about the events to inform employees and heighten security awareness?

· What is the plan to address the fears and anxieties of staff, current patients and families during this terrorism event?
1000
The hospitals, including facilities in Alameda, Contra Costa, San Francisco, San Mateo and Santa Clara, continue to receive large numbers of self-presenting and ambulance transport patients.  Most are complaining of eye and skin burning and difficulty breathing, but many have no visible symptoms and are very anxious and demanding care and information about the incident.  Some are worried about their family members that they cannot reach by phone and have come to the hospital to be “safe”.  Clinics are also receiving many people with similar symptoms.  Terrorism is on everyone’s minds and the anxiety among the staff is rising.

All hospitals, clinics and EMS providers must report current status to the Medical and Health Operational Area Coordinator in the Medical and Health Branch of the County EOC.  Information conveyed to the Operational Area (County) EOC must include current status of the facility, number of patients being seen, available beds, critical issues and resource needs.  
1015
9-1-1 operators continue to be overwhelmed with calls for assistance and EMS does not have enough immediate resources to respond.  

Local public health departments are flooded with calls from the public asking for information on the health effects of an IED detonation and the chemical disbursed over Jack London Square.  Local Public Health Departments determine that media advisories and a press conference should be convened ASAP to inform the public about protection and prevention measures and decrease panic.  
All hospitals in the counties are receiving large numbers of patients.  With the large number of trauma and burn injuries expected at the hospitals, blood and blood products are in short supply.  The staff in the Emergency Department do not regularly treat burn and major trauma victims and may require consultation for trauma/burn care.   Resources (human, equipment, pharmaceuticals and medical supplies) are inadequate to meet the demands of the patient surge.  
Decontamination of victims continues in all facilities.  Staff are rotating through the decontamination areas, but are becoming very fatigued and personal protective equipment is not available in adequate numbers to provide decontamination for the influx of victims.  
Your facility is informed that the County Emergency Operations Centers (EOC) in Alameda, Contra Costa, San Francisco, San Mateo and Santa Clara counties are activated.  The County EOCs report that the Coastal Region Emergency Operations Center (REOC) and the State Operations Center (SOC) have also activated.  

Key discussion points and actions:

· Is the hospital communication system network, ReddiNet™ and HART(, or other hospital communication system utilized for communication, information sharing, and/or distribution and tracking of patients?    How could the use of these hospital communication systems and information flow be maximized?
· What decontamination resources do you have in your facility, community, or county to meet the continuing need for decontamination of victims?
· What are your lab policies and procedures to procure additional blood and blood products from your supplier in a major trauma event?  Who do you contact?  What is the procedure for procurement and allocation of blood and blood products?
· What in-house or community resources can you draw from to assist in the care and management of burn and trauma patients?
· What communication does your facility/provider have with the County EOC and the Medical and Health Operational Area Coordinator? 
· In the facility/provider agency, whose role is it to contact the county EOC to provide status updates, communicate critical needs and obtain information?
· What information should the facility/provider prepare to provide to the county EOC?  
· The hospital Public Information Officer must prepare a press release in collaboration with county public health and local emergency managers.  What is your facility’s policy for press releases?
1030
Traffic congestion and gridlock on the freeways and surrounding streets delays EMS transport of victims to area hospitals.  Multiple ambulances arrive at the hospitals simultaneously.  The flow of ambulances arriving to the hospitals and then rapidly departing after unloading has been high.  The ambulances must wait in line at the Emergency Department to off load the patients, give a report to the receiving staff, re-supply and return to the scenes for more patients.  Security has waved the ambulances through the established security lines to expedite this process.  Many ambulances are transporting patients out of county to unaffected areas to expedite transport and transfer of care to hospitals in order to return quickly to the scene.  
Breaking News:  The media reports that a bomb has been found in a vehicle outside the Emergency Department at the University of California Davis Medical Center, the only Level 1 trauma center in the Sacramento Capitol Region.  The unexploded bomb was found in an ambulance waiting in the off-loading area of the Emergency Department.  
Key discussion points and actions:

· Hospitals are now being directly targeted by terrorists!  What is the facility’s hazard vulnerability/risk of being a primary or secondary terrorism target?  How protected are your facility, your staff, your patients?  What security and other deterrence measures should be considered and initiated?  
· How are the events in Jack London Square impacting your facility?
· An influx of the “worried well” continues to swell in the hospitals and clinics as panic grows in the community.  How will your facility deal with this influx?  Are mental health services readily available to assist?
· How is your facility addressing the mental health needs and concerns of your staff dealing with the mass influx of patients and the terrorism events occurring in your community?
· The local Public Health and Environmental Health Departments are receiving large volumes of calls for information and services.  Is your department(s) able to receive and process the calls?  What public advisories are you ready to broadcast?
· With the mass influx of patients presenting at your facility, care delivered to patients must be prioritized and allocated to do the greatest good for the greatest number.  How will your facility address altered care delivery levels, also known as “austere care” in this emergency situation?
1040
With the volume of landline and cellular telephone calls in the Bay Area and surrounding communities, critical phone service is not consistent.  Fearing a loss of this critical communication system, Auxiliary Communication Systems are activated by hospitals, EMS providers and the Public Health Departments as a precautionary measure.  

There is no doubt in anyone’s mind now, even without law enforcement confirmation that Sacramento and the Bay Area are under attack by terrorists.  Panic in the community and in the medical and health community is growing.  Many staff members want to leave work to find their families and yet know they are needed in the healthcare facility to assist the victims.  
1045
A call comes into the hospital EOC to the Safety and Security Officer from a security officer in the front lobby.  The hospital operator just received a bomb threat from a caller.  The caller stated that he was a terrorist and had planted multiple bombs within the facility and that they would be detonated within two hours.  This call is considered credible by security, given the information provided by law enforcement yesterday and the multiple events of today!  This message stuns the staff!  For a long time now, hospitals have been acknowledged as secondary targets in terrorism events, but no one thought it could really happen.  It has.

Key discussion points and actions:
· **Note to Facility Exercise Planners:  Please customize this portion of the scenario to test facility specific aspects of your Emergency Plan/Bomb Threat Annex or Procedures).  The following scenarios are possible options for you to consider for individual facility use. These are not mandatory scripted items.



· Hide a “mock” bomb in locations within your facility pre-exercise to stimulate play:
· Box or backpack

· Stage or script a vehicle bomb, such as an ambulance or private vehicle on the property

· Institute Bomb Threat policies and procedures within the facility

· Staff perform searches for suspicious objects
· Contact appropriate local law enforcement authority to inform them of the threat and request assistance

· Play that the bomb explodes in the facility, rendering an area non-functional


Key discussion points and actions:
· Who is responsible to address this credible threat to the facility and what actions should be taken immediately to protect life and property?
· Should a device or suspicious object be found, what if law enforcement is not immediately available to respond due to the magnitude of incidents in the community?  What decisions would you make and what actions would you take?

· Should evacuation of an area(s) or of the facility be considered?
· How will you augment security personnel in the facility?

· Would you divert any ambulance traffic away from the facility if an IED was located?
1055
All hospitals in Alameda, Contra Costa, San Francisco, San Mateo and Santa Clara are now considered at risk for possible IEDs and bomb threat and search procedures are activated in all the facilities.  Several hospitals identify “suspicious packages” in the facility and institute protective measures.  

The panic in the community has increased to a fever pitch and many more people are presenting to the hospitals and clinic for safe refuge. This creates an additional influx for the healthcare community to deal with, complicating effective response.
1100
A large number of patients expire at the hospitals and the county coroner is not able to respond to assist with the bodies for at least 24 hours.  Your morgue is inadequate to accommodate the dead in these numbers and for this extended time period.  You contact the County Coroner to ascertain procedures and request assistance.  
Key discussion points and actions:

· How are patients triaged to alternate care areas in your facility?  What is your hospital’s capacity and capability to deal with this mass influx of patients?
· What is your hospital’s plan for alternate morgue facilities?
· The survivors and the dead at the hospitals are victims of terrorism.  What procedures for evidence collection and preservation are being instituted?
· Law enforcement will eventually be coming to your facility to interview victims and will request medical records.  What is your facility/provider policy on release of this information and remaining compliant with HIPPA mandates?
1100
The media is now reporting that hospitals are under attack and that unexploded bombs have been located in multiple hospitals within the Bay Area.  This causes great anxiety for the staff, patients and the community.  The County EOC public health department are planning a press conference and will provide public alerts and information on television and radio.  The information conveyed at this press conference must be well scripted and attempt to calm the public.  
Key discussion points and actions:

· What information should be presented to the public?

· What instructions should be given to the public?

· Does your agency or hospital have pre-scripted risk communication messages for events like these that have unfolded in the last two hours?  If not, what is your process to quickly develop these messages?

· What steps have been taken to ensure a consistent message among the healthcare community and all levels of government agencies/officials?
· Who is the most appropriate person to represent the healthcare facility at the press conference?

· Who is the lead agency for this press conference?

1130
All facilities, agencies and providers report updated status to the Medical Health Operational Area Coordinator in the Operational Area (County) EOC.
1140
Breaking News reports another explosion in the Oakland, California area at the Port of Oakland and a cargo ship is on fire.  Hazardous materials are reportedly on fire.  EMS resources are overwhelmed with the number of incidents occurring and the mass number of victims.   Assistance including personnel, equipment and supplies has been requested for all hospitals, clinics and EMS providers in the impacted counties, however   


A number of staff are demanding to go home and be with their families.  They are concerned for their families, are fearful of the events happening in the Bay Area and worried that their facility may a target.

Family members are arriving at area hospitals looking for loved ones that may have been victims of the terrorism events.  They are requesting information and demanding to “look” for their family member/significant others.  

Key discussion points and actions:

· How will your facility manage this influx of family members?
· What can be done immediately to address the concerns of staff and ensure they will stay to care for the influx of patients?

· How are patients tracked within the community and within the facility so that information can be provided to family members?
1215

With the media attention and the public’s need to assist their community, there are large numbers of citizens presenting at the facilities to assist in any way they can.  Some of these are medical personnel who will show their license and are offering to assist with patient care.  Some of these self presenting volunteers are insistent on caring for patients.  
Key discussion points and actions:


· Does your facility have a plan to manage and/or utilize convergent volunteers?

· What community “volunteer” resources could be utilized by your facility to assist with the mass influx of patients that will continue for an extended period of time?

· What is your procedure for notifying the California Department of Health Services (CDHS) Licensing and Certification about the plans to utilize alternate care sites?

· What is the procedure for requesting an exemption from the nurse staffing ratios from CDHS?

· What additional space, beds, and other resources within or outside of your facility can be utilized to provide patient care? 

Supply channels are severely restricted due to traffic congestion and supplier fear of entering the area.  How will you re-supply and receive essential equipment?  What back up plans do you have for re-supply in this event?  The influx of patients has peaked and there are fewer patients presenting to the facility.  However, the volume of patients waiting to be seen is still high and the inpatient areas are full, leaving patients waiting for admission in the Emergency Departments and alternate care areas.  High census plans to free up beds have been effective, but the shortage of inpatient beds continues.  

Key discussion points and actions:

· What other innovative strategies to increase capacity can be employed?
· What are the critical issues facing the facility at this time?  
1300 
Exercise may end.  All facilities are encouraged to extend exercise play and continue to address the ongoing issues facing the facility, allowing for extended internal decision making in the EOC and communication within and outside of the facility.  To continue the exercise, consider the following:


Key Discussion and Decision Making Processes
· How will your facility/agency continue to interact with the county EOC and Public Information staff to ensure community press releases include medical and health issues and status?
· Financial management and tracking of this incident is essential for recovery!  How have your tracked costs, expenditures and other expenses during this event?  What is the process for cost recovery?
· What information should be conveyed to the internal staff, physicians, patients and families during this event and ongoing?  What is the mechanism of internal information dissemination?  Who is responsible for developing the information, approving the information/format for dissemination and providing the information?
· A full “event status” report of the facility is required immediately by the hospital Board of Directors.  Who is responsible for generating that report and in collaboration with whom?  What is appropriate information for the Board?
· Has your facility/agency fulfilled all of the mandated reporting requirements for this event?
· Disruption of utilities may occur due to the events.  How will your facility prepare for and address possible disruption in power, water, sewage and other critical services?
· What mental health resources are available for the immediate and long term needs of patients, victims, staff, and families in this terrorism event?  
· Law enforcement officials (local, state and federal agencies) will begin arriving at the facility to interview the patients and collect evidence.  What are your plans and policies to manage the arrival of the law enforcement personnel, protect patient privacy and assist in the terrorism investigation?
INTENT TO PARTICIPATE

Please complete this form to indicate your intent to participate in the exercise.

FAX THIS FORM TO THE OPERATIONAL AREA (COUNTY) EXERCISE CONTACT 

(Listed in page 45) 

NO LATER THAN WEDNESDAY, AUGUST 31, 2005.

Type of Provider:
(  Hospital
(  Ancillary Healthcare Facility    (  Ambulance        (  Clinic

  
 (  OA

(  ACS

( Blood Bank

(  LEMSA

Name of 

Facility or Provider: 









   

Address: 












City: 







  Zip:  





County:












Exercise Coordinator or Contact: 












Telephone #:  




    Fax #:  






E-mail:  












Please check appropriate box for your facility/agency participation in the Golden Guardian Exercise on November 15, 2005.

· Will participate

· Will not participate 

Please complete this form for each healthcare facility, ambulance provider or entity participating in the exercise.  

If you are a multiple facility or multi-campus facility, 

complete one “Intent to Participate” Form for each individual facility participating.  

This form may be duplicated for this purpose. 

Healthcare Facility
Master Answer Sheet
Complete this Master Answer Sheet for responses to the Healthcare Facility Evaluation questions and mail only this page to the address below.
Healthcare facility name:  









Address:  













City:  






  Zip Code:  





Evaluator’s Name:  











Telephone #:  












Email:  













Please circle the answers to each question.
1.
a  b  c  d  e  f  g  h  i



11.
a  b  c
2.
a  b  c  d  e  f




12.
a  b  c

3.
a  b  c  d





13.
a  b  c

4.  
a  b  c  d  e




14.
a  b  c

5.
a  b  c





15.  
a  b  c

6. 
a  b  c 





16.
a  b  c

7.  
a  b  c





17.  
a  b  c  d  e  f
8.  
a  b  c





18.
a  b  c  d

9.
a  b  c  d  e  f




19. 
a  b  c  d  e 
10.   a  b  c





20.  
Comments and recommendations
Please write comments and/or recommendations about the exercise on the reverse side of the answer sheet or attach additional pages.  We appreciate your comments!

Mail the completed Master Answer Sheet no later than December 6, 2005 to:

Cheryl Starling, RN

CA-HSEEP

9800 Goethe Road, Mailbox 46

Sacramento, CA 95826

Healthcare Facility

Exercise Evaluation Questions

Please utilize the Master Answer Sheet when recording your responses.  Complete every 

question before submitting the Master Answer Sheet on page 17 to the California Homeland 

Security Exercise and Evaluation Program.  Certificates of Participation will be provided only 

upon receipt of the Master Answer Sheet.

1. What is your Operational Area (county)?

a. Alameda

b. Contra Costa

c. Placer

d. Sacramento

e. San Francisco

f. San Mateo

g. Santa Clara

h. Yolo

i. Other:  (specify) 
2.  What is the best answer that describes your facility?
a. Acute care hospital with a basic or comprehensive emergency department
b. Acute care hospital with a stand-by emergency department
c. Acute care hospital with no emergency department
d. Acute care hospital and designated trauma center

e. Specialty care hospital (pediatric)

f. Other:  (specify)
3.  Indicate the level of exercise play of your facility on November 15, 2005.

a. Full Scale Exercise

b. Functional Exercise

c. Tabletop Exercise

d. Communications Exercise

4.  The facility actively participates with community wide emergency management program for 
     preparedness, planning and response, ensuring the integration of the hospital into the   

     program.  

a. Strongly agree

b. Somewhat agree

c. Disagree
d. Strongly disagree

e. Don’t know

5.  Did you activate your Emergency Management Plan during the exercise?

a. Yes

b. No

c. Don’t Know

6.  Does your Emergency Management Plan include utilizing a recognized incident command 

     system, such as the Hospital Emergency Incident Command System (HEICS)?


a.  Yes


b.  No


c.  Don’t know

7.  Did you activate your EOC?
a. Yes

b. No

c. Don’t know

8.  Did you communicate your facility status to the Medical and Health Operational Area 

     Coordinator (MHOAC) during the exercise?


a.  Yes


b.  No


c.  Don’t know

9.  Was a hospital communication system (i.e. ReddiNet(, HART(, or other system) utilized by 
facilities during the exercise for the following functions:  (Circle all that apply)

a.  Event information and updates

b.  Facility status

c.  Messaging between facilities

d.  Receiving information from the Disaster Control Facility

e.  Patient distribution

f.  Other (specify)

10.  Did your facility activate an alternate communication system (other than telephone lines) to 

       contact governmental officials, nearby or “sister” hospitals and others?


a.  Yes


b.  No

c.  Not applicable

11.  Did your facility activate procedures and implement methods to respond to a large influx of 

       patients and subsequent facility overcrowding?


a.  Yes


b.  No


c.  Don’t know

12.  Did you assess need and plans for or activate alternate care sites to meet the patient 

      surge?

a.  Yes.


b.  No


c.  Don’t know

13.  Did your facility assess the capability of managing and procuring scarce resources including 

       staff, supplies and blood products during the exercise?


a.  Yes


b.  No


c.  Don’t know

14.  Were decontamination facilities set up and activated during the exercise?


a.  Yes

b.  No


c.  Not applicable

15.  Did your facility develop risk communication messages consistent or in collaboration with 

       local authorities for internal and external dissemination?


a.  Yes


b.  No


c.  Don’t know

16.  Did you develop measurable performance expectations before the exercise and utilize 

       those expectations to evaluate your facilities performance in the exercise?


a.  Yes


b.  No


c.  Don’t know

17.  If yes to #16 above, circle the core performance areas that you evaluated:

a.  Event notification


b.  Communication


c.  Resource mobilization


d.  Resource allocation


e.  Patient management


f.  Other core performance areas (specify):

18.  How would you evaluate your facility’s response to the IED/chemical event during the 

      Golden Guardian Exercise 2005 and initiation of the Emergency Management Plan (EMP)?


a.  Excellent, no changes needed in the EMP


b.  Good, minor changes in the system/EMP were identified


c.  Fair, moderate changes needed in the system/EMP were identified.


d.  Needs improvement, substantial EMP review/changes were identified

19.  In general, participation in the Golden Guardian Exercise 2005 was valuable for my facility.


a.  Strongly agree


b.  Agree


c.  Neutral


d.  Disagree


e.  Strongly disagree

20.  Additional Comments and Recommendations?

Please write additional comments on the back of the Master Answer Sheet and/or attach additional pages as needed.

Please complete the Master Answer Sheet no later than 

December 6, 2005

Mail the completed Master Answer Sheet to address on the Master Answer Sheet.
Thank you for your participation in Golden Guardian 2005

Ambulance Provider

Master Answer Sheet

Complete this Master Answer Sheet for responses to the Ambulance Provider Evaluation questions and mail only this page to the address below.
Provider name:  










Address:  













City:  






  Zip Code:  





Evaluator’s Name:  











Telephone #:  












Email:  













Please circle the answers to each question.

1.
a  b  c  d  e  f  g  h  i



8.  
a  b  c

2.
a  b  c  d 




9.  
a  b  c




3.
a  b  c  d  e




10.
a  b  c
4.  
a  b  c  d 




11.  
a  b  c
5.
a  b  c





12.
a  b  c  d
6. 
a  b  c 





13.
a  b  c  d  e
7.
a  b  c





14.
Comments

Please write comments and/or recommendations about the exercise on the reverse side of the answer sheet or attach additional pages.  We appreciate your comments!

Mail the completed Master Answer Sheet no later than December 6, 2005 to:

Cheryl Starling, RN

CA-HSEEP

9800 Goethe Road, Mailbox 46

Sacramento, CA 95826

Ambulance Provider
Exercise Evaluation Questions

Please utilize the Master Answer Sheet when recording your responses.  Complete every 

question before submitting the Master Answer Sheet on page 22 to the California Homeland 

Security Exercise and Evaluation Program.  Certificates of Participation will be provided only 

upon receipt of the Master Answer Sheet.

1.
What is your Operational Area (county)?

a. Alameda

b. Contra Costa

c. Placer

d. Sacramento

e. San Francisco

f. San Mateo

g. Santa Clara

h. Yolo

i. Other:  (specify) 

2.
Circle the single best answer that describes your service.

a. Basic Life Support

b. Advanced Life Support

c. Both A and B

d. Other (specify)

3.
Circle the single best answer that describes your provider.

a. Private business

b. Fire service affiliate

c. Special District or local government (other than fire service)

d. Hospital affiliate

e. Other (specify)

4.
What was your level of participation during the November 15, 2005 exercise?

a. Full scale exercise

b. Functional exercise

c. Tabletop exercise

d. Communication exercise

5.  
Did you activate your Emergency Management Plan during the exercise?

a. Yes

b. No

c. Don’t know

6.
Does your Emergency Management Plan utilize the Incident Command System (ICS)?

a. Yes

b. No

c. Don’t know

7.
Did your service assess the capability to rapidly poll all available ambulance units to deploy to the scene (staging area)?


a.  Yes


b.  No


c.  Don’t know

8.
Did your service activate an alternate communication system to reach governmental 

        
agencies, hospitals and others?

a. Yes

b. No

c. Don’t know

9.
Did your service assess the ability to manage the transportation of large numbers of 


trauma and burn victims?

a. Yes

b. No

c. Don’t know

10.     Did you participate in decontamination of victims at the scene?

a. Yes

b. No

c. Don’t know

11.    Did you participate in the evacuation of citizens and the activation of long term shelters?


a.  Yes


b.  No


c.  Don’t know

12.  How would you evaluate your service’s response to the IED/chemical event during the 

      Golden Guardian Exercise 2005 and initiation of the Emergency Management Plan (EMP)?


a.  Excellent, no changes needed in the EMP


b.  Good, minor changes in the system/EMP were identified


c.  Fair, moderate changes needed in the system/EMP were identified.


d.  Needs improvement, substantial EMP review/changes were identified

13.  In general, participation in the Golden Guardian Exercise 2005 was valuable for my service.


a.  Strongly agree


b.  Agree


c.  Neutral


d.  Disagree


e.  Strongly disagree

14.  Additional Comments and Recommendations?

Please write additional comments on the back of the Master Answer Sheet and/or attach additional pages as needed.

Please complete the Master Answer Sheet no later than 

December 6, 2005 to address listed.  
Local Public Health Department
Master Answer Sheet

Complete this Master Answer Sheet for responses to the Local Public Health Department Evaluation questions and mail only this page to the address below.
Department name:  










Address:  













City:  






  Zip Code:  





Evaluator’s Name:  











Telephone #:  












Email:  













Please circle the answers to each question.

1.
a  b  c  d  e  f  g  h  i



7.  
a  b  c





 

2.  
a  b  c  d  




8.  
a  b  c







3.  
a  b  c





9.  
a  b  c  d
4.
a  b  c





10.
a  b  c 

5.
a  b  c





11.
Comments
6. 
a  b  c 






Please write comments and/or recommendations about the exercise on the reverse side of the answer sheet or attach additional pages.  We appreciate your comments!

Mail the completed Master Answer Sheet no later than 

December 6, 2005 to:

Cheryl Starling, RN

CA-HSEEP

9800 Goethe Road, Mailbox 46

Sacramento, CA 95826

Local Public Health Department

Exercise Evaluation Questions

Please utilize the Master Answer Sheet when recording your responses.  Complete every 

question before submitting the Master Answer Sheet on page 25 to the California Homeland 

Security Exercise and Evaluation Program.  Certificates of Participation will be provided only 

upon receipt of the Master Answer Sheet.

1.  What is your Operational Area (county)?

a. Alameda

b. Contra Costa

c. Placer

d. Sacramento

e. San Francisco

f. San Mateo

g. Santa Clara

h. Yolo

i. Other:  (specify) 

2.  Indicate the level of exercise play of your department on November 15, 2005.

a. Full Scale Exercise

b. Functional Exercise

c. Tabletop Exercise

d. Communications Exercise

3.  Did you activate your Emergency Management Plan during the exercise?

a. Yes

b. No

c. Don’t Know

4.  Does your Emergency Management Plan include utilize a recognized incident command 

     System?


a.  Yes


b.  No


c.  Don’t know

5.  Did you activate your Department Operations Center (DOC)?

a. Yes

b. No

c. Don’t know

6.  Did your department communicate threats and health alerts to healthcare providers including 

     hospitals, clinics, EMS providers and others?

a.  Yes


b.  No


c.  Don’t know

7.  Did your department develop risk communication messages consistent with and in 

     collaboration with local emergency managers, hospitals and other officials for internal 

     and external dissemination?
a.  Yes
b.  No

c.  Don’t know
8.  Did your department assess or activate health and/or threat assessment and surveillance 

     plans during this exercise?


a.  Yes


b.  No


c.  Not applicable

9. How would you evaluate your department’s response to the IED/chemical event during the 

      Golden Guardian Exercise 2005 and initiation of the Emergency Management Plan (EMP)?


a.  Excellent, no changes needed in the EMP


b.  Good, minor changes in the system/EMP were identified


c.  Fair, moderate changes needed in the system/EMP were identified.


d.  Needs improvement, substantial EMP review/changes were identified

10.  In general, participation in the Golden Guardian Exercise 2005 was valuable for my 

       department.

a.  Strongly agree


b.  Agree


c.  Neutral


d.  Disagree


e.  Strongly disagree

11.  Additional Comments and Recommendations?

Please write additional comments on the back of the Master Answer Sheet and/or attach additional pages as needed.

Please complete the Master Answer Sheet no later than 

December 6, 2005

Mail the completed Master Answer Sheet to:

Cheryl Starling, RN

CA-HSEEP

9800 Goethe Road, Mailbox 46

Sacramento, CA 95826

Resource

Materials

Centers for Disease Control and Prevention
Website:  http://www.bt.cdc.gov/masstrauma/explosions.asp
Explosions and Blast Injuries: A Primer for Clinicians
As the risk of terrorist attacks increases in the US, disaster response personnel must understand the unique pathophysiology of injuries associated with explosions and must be prepared to assess and treat the people injured by them.

Key Concepts
· Bombs and explosions can cause unique patterns of injury seldom seen outside combat. 

· The predominant post explosion injuries among survivors involve standard penetrating and blunt trauma. Blast lung is the most common fatal injury among initial survivors. 

· Explosions in confined spaces (mines, buildings, or large vehicles) and/or structural collapse are associated with greater morbidity and mortality. 

· Half of all initial casualties will seek medical care over a one-hour period. This can be useful to predict demand for care and resource needs. 

· Expect an “upside-down” triage - the most severely injured arrive after the less injured, who bypass EMS triage and go directly to the closest hospitals. 

 Background
Explosions can produce unique patterns of injury seldom seen outside combat.  

When they do occur, they have the potential to inflict multi-system life-threatening injuries on many persons simultaneously. The injury patterns following such events are a product of the composition and amount of the materials involved, the surrounding environment, delivery method (if a bomb), the distance between the victim and the blast, and any intervening protective barriers or environmental hazards. Because explosions are relatively infrequent, blast-related injuries can present unique triage, diagnostic, and management challenges to providers of emergency care.

Few U.S. health professionals have experience with explosive-related injuries. Vietnam era physicians are retiring, other armed conflicts have been short-lived, and until this past decade, the U.S. was largely spared of the scourge of mega-terrorist attacks. This primer introduces information relevant to the care of casualties from explosives and blast injuries.

Classification of Explosives
Explosives are categorized as high-order explosives (HE) or low-order explosives (LE). HE produce a defining supersonic over-pressurization shock wave. Examples of HE include TNT, C-4, Semtex, nitroglycerin, dynamite, and ammonium nitrate fuel oil (ANFO). LE create a subsonic explosion and lack HE’s over-pressurization wave. Examples of LE include pipe bombs, gunpowder, and most pure petroleum-based bombs such as Molotov cocktails or aircraft improvised as guided missiles. HE and LE cause different injury patterns.   

Explosive and incendiary (fire) bombs are further characterized based on their source. “Manufactured” implies standard military-issued, mass produced, and quality-tested weapons. “Improvised” describes weapons produced in small quantities, or use of a device outside its intended purpose, such as converting a commercial aircraft into a guided missile. Manufactured (military) explosive weapons are exclusively HE-based. Terrorists will use whatever is available – illegally obtained manufactured weapons or improvised explosive devices (also known as “IEDs”) that may be composed of HE, LE, or both. Manufactured and improvised bombs cause markedly different injuries. 

 
Blast Injuries
The four basic mechanisms of blast injury are termed as primary, secondary, tertiary, and quaternary (Table 1). “Blast Wave” (primary) refers to the intense over-pressurization impulse created by a detonated HE. Blast injuries are characterized by anatomical and physiological changes from the direct or reflective over-pressurization force impacting the body’s surface. The HE “blast wave” (over-pressure component) should be distinguished from “blast wind” (forced super-heated air flow). The latter may be encountered with both HE and LE.  

	Table 1: Mechanisms of Blast Injury

	Category
	Characteristics
	Body Part Affected
	Types of Injuries

	Primary
	Unique to HE, results from the impact of the over-pressurization wave with body surfaces. 
	Gas filled structures are most susceptible - lungs, GI tract, and middle ear.
	Blast lung (pulmonary barotrauma) 

TM rupture and middle ear damage 

Abdominal hemorrhage and perforation - Globe (eye) rupture- Concussion (TBI without physical signs of head injury) 

	Secondary
	Results from flying debris and bomb fragments. 
	Any body part may be affected.
	Penetrating ballistic (fragmentation) or blunt injuries 

Eye penetration (can be occult)

	Tertiary
	Results from individuals being thrown by the blast wind.
	Any body part may be affected.
	  

Fracture and traumatic amputation  

Closed and open brain injury

	Quaternary 
	All explosion-related injuries, illnesses, or diseases not due to primary, secondary, or tertiary mechanisms.  

Includes exacerbation or complications of existing conditions.
	Any body part may be affected.
	Burns (flash, partial, and full thickness) 
Crush injuries
Closed and open brain injury

Asthma, COPD, or other breathing problems from dust, smoke, or toxic fumes, angina, hyperglycemia, hypertension


LE are classified differently because they lack the self-defining HE over-pressurization wave. LE’s mechanisms of injuries are characterized as due from ballistics (fragmentation), blast wind (not blast wave), and thermal. There is some overlap between LE descriptive mechanisms and HE’s Secondary, Tertiary, and Quaternary mechanisms. 

	Table 2: Overview of Explosive-Related Injuries

	System
	Injury or Condition

	Auditory
	TM rupture, ossicular disruption, cochlear damage, foreign body 

	Eye, Orbit, Face
	Perforated globe, foreign body, air embolism, fractures

	Respiratory
	Blast lung, hemothorax, pneumothorax, pulmonary contusion and hemorrhage, A-V fistulas (source of air embolism), airway epithelial damage, a spiration pneumonitis, sepsis

	Digestive
	Bowel perforation, hemorrhage, ruptured liver or spleen, sepsis, mesenteric ischemia from air embolism

	Circulatory
	Cardiac contusion, myocardial infarction from air embolism, shock, vasovagal hypotension, peripheral vascular injury, air embolism-induced injury

	CNS Injury
	Concussion, closed and open brain injury, stroke, spinal cord injury, air embolism-induced injury 

	Renal Injury
	Renal contusion, laceration, acute renal failure due to rhabdomyolysis, hypotension, and hypovolemia

	Extremity Injury
	Traumatic amputation, fractures, crush injuries, compartment syndrome, burns, cuts, lacerations, acute arterial occlusion, air embolism-induced injury 


Note: Up to 10% of all blast survivors have significant eye injuries. These injuries involve perforations from high-velocity projectiles, can occur with minimal initial discomfort, and present for care days, weeks, or months after the event. Symptoms include eye pain or irritation, foreign body sensation, altered vision, periorbital swelling or contusions. Findings can include decreased visual acuity, hyphema, globe perforation, subconjunctival hemorrhage, foreign body, or lid lacerations. Liberal referral for ophthalmologic screening is encouraged. 

Selected Blast Injuries
· Lung Injury 
“Blast lung” is a direct consequence of the HE over-pressurization wave. It is the most common fatal primary blast injury among initial survivors. Signs of blast lung are usually present at the time of initial evaluation, but they have been reported as late as 48 hours after the explosion. Blast lung is characterized by the clinical triad of apnea, bradycardia, and hypotension. Pulmonary injuries vary from scattered petechae to confluent hemorrhages. Blast lung should be suspected for anyone with dyspnea, cough, hemoptysis, or chest pain following blast exposure. Blast lung produces a characteristic “butterfly” pattern on chest X-ray. A chest X-ray is recommended for all exposed persons and a prophylactic chest tube (thoracostomy) is recommended before general anesthesia or air transport is indicated if blast lung is suspected.  

· Ear Injury
Primary blast injuries of the auditory system cause significant morbidity, but are easily overlooked. Injury is dependent on the orientation of the ear to the blast. TM perforation is the most common injury to the middle ear. Signs of ear injury are usually present at time of initial evaluation and should be suspected for anyone presenting with hearing loss, tinnitus, otalgia, vertigo, bleeding from the external canal, TM rupture, or mucopurulent otorhea. All patients exposed to blast should have an otologic assessment and audiometry. 
· Abdominal Injury 
Gas-containing sections of the GI tract are most vulnerable to primary blast effect. This can cause immediate bowel perforation, hemorrhage (ranging from small petechiae to large hematomas), mesenteric shear injuries, solid organ lacerations, and testicular rupture. Blast abdominal injury should be suspected in anyone exposed to an explosion with abdominal pain, nausea, vomiting, hematemesis, rectal pain, tenesmus, testicular pain, unexplained hypovolemia, or any findings suggestive of an acute abdomen. Clinical findings may be absent until the onset of complications.  
· Brain Injury
Primary blast waves can cause concussions or mild traumatic brain injury (MTBI) without a direct blow to the head. Consider the proximity of the victim to the blast particularly when given complaints of headache, fatigue, poor concentration, lethargy, depression, anxiety, insomnia, or other constitutional symptoms. The symptoms of concussion and post traumatic stress disorder can be similar.  

 Emergency Management Options 
· Follow your hospital’s and regional disaster system’s plan. 

· Expect an “upside-down” triage - the most severely injured arrive after the less injured, who by-pass EMS triage and go directly to the closest hospitals. 

· Double the first hour’s casualties for a rough prediction of total “first wave” of casualties. (See Mass Trauma Casualty Predictor.) 

· Obtain and record details about the nature of the explosion, potential toxic exposures and environmental hazards, and casualty location from police, fire, EMS, ICS Commander, regional EMA, health department, and reliable news sources. 

· If structural collapse occurs, expect increased severity and delayed arrival of casualties. 

 
Medical Management Options 
· Blast injuries are not confined to the battlefield. They should be considered for any victim exposed to an explosive force.  
· Clinical signs of blast-related abdominal injuries can be initially silent until signs of acute abdomen or sepsis are advanced. 
· Standard penetrating and blunt trauma to any body surface is the most common injury seen among survivors. Primary blast lung and blast abdomen are associated with a high mortality rate. “Blast Lung” is the most common fatal injury among initial survivors. 
· Blast lung presents soon after exposure. It can be confirmed by finding a “butterfly” pattern on chest X-ray. Prophylactic chest tubes (thoracostomy) are recommended prior to general anesthesia and/or air transport. 
· Auditory system injuries and concussions are easily overlooked. The symptoms of mild TBI and post traumatic stress disorder can be identical.  
· Isolated TM rupture is not a marker of morbidity; however, traumatic amputation of any limb is a marker for multi-system injuries. 
· Air embolism is common, and can present as stroke, MI, acute abdomen, blindness, deafness, spinal cord injury, or claudication. Hyperbaric oxygen therapy may be effective in some cases. 
· Compartment syndrome, rhabdomyolysis, and acute renal failure are associated with structural collapse, prolonged extrication, severe burns, and some poisonings.  
· Consider the possibility of exposure to inhaled toxins and poisonings (e.g., CO, CN, MetHgb) in both industrial and criminal explosions. 
· Wounds can be grossly contaminated. Consider delayed primary closure and assess tetanus status. Ensure close follow-up of wounds, head injuries, eye, ear, and stress-related complaints. 
· Communications and instructions may need to be written because of tinnitus and sudden temporary or permanent deafness. 
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Resources on Chemical Agents
Agency for Toxic Substances and Disease Registry:  http://www.atsdr.cdc.gov/toxfaq.html
Medical Management Guidelines for Chlorine:

www.atsdr.cdc.gov/MHMI/mmg172.html
Medical Management Guidelines for Methyl Bromide:  http://www.atsdr.cdc.gov/MHMI/mmg27.html
ToxFAQs for Acetone:

http://www.atsdr.cdc.gov/tfacts21.html
Response Considerations for local California Hospitals and EMS Providers Response to the Federal Homeland Defense Threat Levels

Actions for Consideration 

California Emergency Medical Services Authority (4-11-03)

	Federal Homeland Defense Threat Level
	Federal Definition of Threat Level
	 Local Considerations And Suggested Activities for Response

To the Federal Homeland Defense Threat Level.  No direct regional or local threat.

	
	
	Local EMS Providers 
	Hospitals 

	Green
	LOW

Low Risk of Terrorism Attacks


	1. No change in day-to-day activities.

2. Ongoing emergency management planning activities including for Chemical, Biological, Radiological, Nuclear and Explosive (CBRNE) events and the potential of EMS as a secondary target.

3. Ensure vehicle security and regular inspection.

4. Infection control measures as in normal operations.

5. EMS Department Operations Center not activated.


	1. No change in day-to-day activities.

2. Ongoing emergency management planning activities including for Chemical, Biological, Radiological, Nuclear and Explosive (CBRNE) events and the hospital as a secondary target.

3. Infection control and surveillance measures activities in normal operations.  Ensure the performance of or update the facilities hazard vulnerability assessment.

4. Hospital EOC not activated.



	Blue


	GUARDED

General Risk of Terrorism Attacks


	1. All actions in Level Green plus:

2. Increase awareness of employees and security personnel to report unusual or suspicious activities, behaviors or events.

3. On-going monitoring of news media and local alert(s) status.

4. EMS Department Operations Center not activated.  


	1.  All actions in Level Green plus:

2. Increase awareness of employees and security personnel to report unusual or suspicious activities, behaviors or events.

3. Ensure that areas within the hospital that are not regularly utilized, especially storage areas and closed areas, are secure.

4. Ongoing monitoring of news media and local alert(s) status.

5. Hospital EOC not activated.




	Federal Homeland Defense Threat Level
	Federal Definition of Threat Level
	 Local Considerations And Suggested Activities for Response

To the Federal Homeland Defense Threat Level.  No direct regional or local threat.

	
	
	Local EMS Providers 
	Hospitals 

	Yellow
	ELEVATED

Significant Risk of  Terrorism Attacks


	1. All actions in Level Green and Blue plus:

2. Communicate the need for enhanced security and awareness to all employees via messages/bulletins.

3. Ensure increase/enhanced security at the EMS headquarters and dispatch facilities.

4. EMS Department Operations Center not activated.


	1.  All actions in Level Green and Blue Plus:

2. Communicate the need for enhanced security and awareness to all employees via messages/bulletins.

3. Increase visitor check-in and monitoring system.

4. Determine the need to restrict or direct employee and visitor ingress and egress from the facility.

5. Increase staff and physician awareness and need for bioterrorism illness surveillance and reporting.

6. Hospital EOC not activated. 
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	Federal Homeland Defense Threat Level
	Federal Definition of Threat Level
	 Local Considerations And Suggested Activities for Response

To the Federal Homeland Defense Threat Level.  No direct regional or local threat.

	
	
	Local EMS Providers
	Hospitals 

	Orange
	HIGH

High Risk of Terrorism Attacks


	1. All actions in previous levels plus:

2. Administration and/or ICS Command meet to determine level of direct threat to the facility/agency.

3. Consider the following actions:

a.  Increase security staff on premises

b. Test callback notification systems

c. Ensure vehicles locked or not left unattended

d. Test redundant communication systems

e. Contact Local EMS agency, for situation status and other considerations.

f. Ambulance Strike Team leaders may receive communication from the Medical and Health Operational Area Coordinator (MHOAC) or the Medical and Health Department Operations Center to assess status and need for activation.

g. EMS Department Operations Center may be activated to monitor and report situation status and determine the need and indication for full activation. 

h. Local EMS coordinate PIO messages with County EOC, local public health, LEMSA and other emergency management agencies.


	1.  All actions in previous levels plus:

2.  Administration or HEICS/ICS Command Staff meet to determine level of direct threat to the facility/agency.  

3.  Consider the following actions:

a. Increase security presence and/or staff on premises.

b. Test callback notification systems

c. Decrease number of ingress and egress public and employee access points to facility.

d. Test redundant communication systems.

e. Determine when emergency management plan may need to be activated

f. Contact Local EMS agency, health department, law enforcement and/or fire department for situation status and/or other considerations, review current plans and identify areas of need.

g. Increase bioterrorism surveillance activities of the Infection Control departments, focusing on Emergency Department admissions, clinic presentations and others within the facility.

h. Hospital EOC Command Staff may be activated to monitor and report situation status and determine need and indication for full activation.

i. Coordinate PIO messages with County EOC, local public health, LEMSA and other emergency management agencies.

j. Review MOUs with vendors, personnel registries, and pharmaceutical companies. 

k. Review ability to activate emergency medical credentialing and use of spontaneous volunteers.

l. Review hazard specific responses for threats to your facility.

m. Test/set up decontamination systems to check for functionality and proper supplies. 


Response Considerations for local California Hospitals and EMS Providers Response to the Federal Homeland Defense Threat Levels

Actions for Consideration 

California Emergency Medical Services Authority (4-11-03)
	Federal Homeland Defense Threat Level
	Federal Definition of Threat Level
	 Local Considerations And Suggested Activities for Response

To the Federal Homeland Defense Threat Level.  No direct regional or local threat.

	
	
	Local EMS Providers
	Hospitals

	Red
	SEVERE

Severe Risk of Terrorism Attacks


	1. All actions in previous levels plus:  

2. Notify staff of high alert status and mandatory increased awareness and security measures.

3. Increase security at dispatch centers

4. Regular check-in with ambulance unit crews in the field.

5. Increased availability of supervisor staff in the field.

6. Develop/activate plan to increase available staff and units should an incident occur.

7. Notify ambulance strike team leaders of increased alert and need for preparedness for possible activation.

8. Activate the EOC command staff and other pertinent ICS positions as determined to meet the situation and status.


	1. All actions in previous levels plus:

2. Consider the following actions:

a. Notify staff of high alert status and need for increased awareness.

b. Augment security services within facility.  Conduct daily security personnel briefings.

c. Reduce non-essential operations.

d. Further restrict public ingress and egress access with increased security screening. 

e.  Consider facility lock-down condition and procedures, update current procedures.  Re-educate security personnel on lock down procedures.

f. Inspect incoming packages, deliveries purses, backpacks other incoming objects and equipment, and any suspicious materials.

g. Consider reschedule/ cancellation of elective surgical procedures if the incident has occurred within your area or you could potentially receive victims.

h. Perform a bed availability status internally and report to the county EOC as requested.

i. Increase BT surveillance by infection control personnel and front-line practitioners and reporting to local public health departments.

j. Develop/activate a plan to increase available staff should an incident occur.

k. Activate Hospital EOC Command Staff and pertinent HEICS/ICS positions as determined to meet the situation status.


	No Federal Level
	No Federal Level
	 Local Considerations And Suggested Activities for Response

To the Federal Homeland Defense Threat Level.  No direct regional or local threat.

	
	
	Local EMS Providers
	Hospitals

	Event

Occurs


	EVENT

A Terrorist Attack has Occurred within the State of California

There is no federal assignment or security level for an actual event.  This level was created by EMSA to suggest activities should an event occur within California.
	If the event has occurred locally or within the Operational Area:

1. All actions in previous levels plus:  

2. Increased measures should be taken according to existing internal emergency management (disaster) plans. (i.e. bomb threat, evacuation).

3. Review sheltering-in-place procedures for employees.

4. Prepare for possible decontamination of victims including inventory of PPE and review of procedures.

5. Provide CISM/CISD services for employees, patients and families to allay fears and anxiety.

6. Notify ambulance strike team leaders of event and prepare for probable activation.

7. EMS Department Operations Center (DOC) is activated.

8. EMS provider will coordinate EMS DOC activities with County EOC.
	If the event has occurred locally or within the Operational Area:

Consider the following actions:

1. All actions in previous levels plus:

2. Increased measures should be taken according to existing internal emergency management (disaster) plans. (i.e. bomb threat, evacuation)

3. Anticipate and prepare for lockdown of facility upon threat or direction from law enforcement, EMS Agency, or local health officer.  

4. Cease non-essential operational functions and redirect personnel to critical duties/functions.

5. Communicate with local Operational Area Emergency Operations Center on situation status and census, hospital capacities.

6. Determine bed availability status internally and report to the Operational Area EOC as requested.

7. Prepare for possible decontamination of victims including inventory of PPE, set up of decontamination facilities and review of procedures.

8. Review isolation procedures and ensure the availability and functioning of negative pressure rooms.

9. Engineering to review sheltering-in-place procedures including HVAC shut-off and control.

10. Increase surveillance and response of Infection control personnel for BT illnesses.

11. Provide CISM/CISD services for employees, patients and families to allay fears and anxiety.

12. Coordinate PIO messages with Operational Area EOC, local public health, LEMSA and other emergency management agencies

13. Hospital EOC is activated.




Developed by the California Emergency Medical Services Authority, 4-11-03.

Department of Defense

“Stand Off” Card

This information can be utilized to assess terrorist bomb threat stand off distances.  

This is only an aid to be used in decision making.  Consult IED/explosive experts to establish safe stand off zones.
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GLOSSARY of TERMS
	Acetone
	Acetone is a manufactured chemical that is also found naturally in the environment. It is a colorless liquid with a distinct smell and taste. It evaporates easily, is flammable, and dissolves in water. It is also called dimethyl ketone, 2-propanone, and beta-ketopropane.  Acetone is used to make plastic, fibers, drugs, and other chemicals. It is also used to dissolve other substances.  It occurs naturally in plants, trees, volcanic gases, forest fires, and as a product of the breakdown of body fat. It is present in vehicle exhaust, tobacco smoke, and landfill sites. Industrial processes contribute more acetone to the environment than natural processes. 


	Auxiliary Communications Services

(ACS)
	The Auxiliary Communications Service (ACS) is an emergency communications unit that provides State and local government with a variety of professional unpaid [volunteer] skills, including administrative, technical and operational for emergency tactical, administrative and logistical communications.  ACS works with agencies and cities within the Operational Area, neighboring governments and the State OES Region. Its basic mission is the emergency support of civil defense, disaster response and recovery with telecommunications resources and personnel.

	Chlorine
	At room temperature, chlorine is a yellow-green gas with a pungent irritating odor. Under increased pressure or at temperatures below -30ºF, it is a clear, amber-colored liquid. It is generally shipped in steel cylinders as a compressed liquid. Chlorine is only slightly soluble in water, but on contact with moisture it forms hypochlorous acid (HClO) and hydrochloric acid (HCl); the unstable HClO readily decomposes, forming oxygen free radicals. Because of these reactions, water substantially enhances chlorine's oxidizing and corrosive effects. 

	Emergency


	A condition of disaster or of extreme peril to the safety of persons and property caused by such conditions as air pollution, fire, flood, hazardous material incident, storm, epidemic, riot, drought, sudden and severe energy shortage, plant or animal infestations or disease, an earthquake, volcanic eruption or terrorist event.

	Emergency Management
	The organized analysis, planning, decision making, assignment and coordination of available resources to the mitigation of, preparedness for, response to or recovery from emergencies of any kind, whether from man-made attack or natural sources.

	Emergency Operations Center
	A centralized location from which emergency operations can be directed and coordinated.


GLOSSARY of TERMS

	Exercise
	Communications:  The communications exercise is designed to test and evaluate communication systems, including lines and methods of communicating during a disaster.  Alternative communication systems can also be tested, including amateur radio, cell and satellite systems, among others.

Tabletop:  An exercise that takes place in a classroom or meeting room setting.  Situations and problems presented in the form of written or verbal questions generate discussions of actions to be taken based upon the emergency plan and standard emergency operating procedures.  The purpose is to have participants practice problem solving and resolve questions of coordination and assignment in a non-threatening format, under minimal stress.

Functional:  The functional exercise is an activity designed to test or evaluate the capabilities of the disaster response system.  It can take place in the location where the activity might normally take place, such as the command center or incident command post.  It can involve deploying equipment in a limited, function-specific capacity.  This exercise is fully simulated with written or verbal messages.

Full Scale:  This type of exercise is intended to evaluate the operational capability of emergency responders in an interactive manner over a substantial period of time.  It involves the testing of a major portion of the basic elements existing in the emergency operations plans and organizations in a stress environment.  Personnel and resources are mobilized.



	Hospital Emergency Incident Command System 

(HEICS)
	HEICS is an emergency management system that employs a logical, unified management (command) structure, defined responsibilities, clear reporting channels and a common nomenclature to help unify hospitals with other emergency responders.  Information on HEICS can be obtained through the California EMSA website at www.emsa.ca.gov. 

	Improvised Explosive Device

(IED)


	An IED is a device placed or fabricated in an improvised manner incorporating destructive, lethal, noxious, pyrotechnic, or incendiary chemicals and designed to destroy, incapacitate, harass, or distract.  It may incorporate military stores, but is normally devised from nonmilitary components.  An IED typically consists of an explosive charge, possibly a booster charge, a detonator and a mechanism either mechanical or electronic, known as the initiation system.



	Incident Command System

(ICS)


	The nationally used standardized on-scene emergency management concept is specifically designed to allow its user(s) to adopt an integrated organizational structure equal to the complexity and demand of single or multiple incidents without being hindered by jurisdictional boundaries.  ICS is the combination of facilities, equipment, personnel, procedures and communications operating within a common organizational structure, with the responsibility of managing resources to effectively accomplish stated objectives pertinent to an incident.




GLOSSARY of TERMS

	Medical and Health

Operational Area Coordinator

(MHOAC)


	The MHOAC is responsible for coordinating mutual aid resource requests, facilitating the development of local medical/health response plans and implementing the medical/health plans during a disaster response.  During a disaster, the MHOAC directs the medical/health branch of the Operational Area EOC and establishes priorities for medical/health response and requests.  This coordinator was formerly known as the Operational Area Disaster Medical/Health Coordinator.

	Methyl Bromide
	Methyl bromide is a colorless gas at room temperature and a liquid below 38.5ºF (3.6ºC) or when compressed. It is usually shipped as a liquefied, compressed gas. It is odorless and nonirritating at low concentrations and has a musty or fruity odor at high concentrations (greater than 1,000 ppm). Because methyl bromide lacks adequate physiologic warning properties, up to 2% chloropicrin, a lacrimator, is often added to prevent significant exposure. 

	National Incident Management System

(NIMS)
	The National Incident Management System (NIMS), developed under Homeland Security Presidential Directive 5, provides a consistent nationwide approach for federal, state, local and tribal governments to work effectively to prepare for, respond to and recover form domestic incidents. 

	Operational Area
	An intermediate level of the State emergency services organization, consisting of a county and all political subdivisions within the county.



	Regional Emergency Operations Center

(REOC)
	The Regional Emergency Operations Center (REOC) is the first level facility of the Governor’s Office of Emergency Services to manage a disaster.  The REOC provides an emergency support staff operating from a fixed facility, which are responsive to the needs of the operational areas and coordinates with the State Operations Center.

	Regional Disaster Medical and Health Coordinators

(RDMHC)
	At the regional level, EMSA and DHS jointly appoint Regional Disaster Medical and Health Coordinator (RDMHC) whose responsibilities include supporting the mutual aid requests of the MHOAC for disaster response within the region and providing mutual aid support to other areas of the state in support of the state medical response system. The RDMHC also serves as an information source to the state medical and health response system. 

	Response Information

Management

System

(RIMS)
	California's Response Information Management System (RIMS) is an internet-based system used to coordinate and manage the State's response to disasters and emergencies. RIMS automates the State's Standardized Emergency Management System (SEMS). 

	Standardized Emergency Management System (SEMS)


	SEMS is the emergency management system identified by Government code 8607 for managing emergency response to multi-agency or multi-jurisdictional operations.  SEMS is based on the Incident Command System and is intended to standardize response to emergencies in California. 


GLOSSARY of TERMS

	State Operations Center (SOC)
	The SOC is established by OES to oversee, as necessary, the REOC, and is activated when more than one REOC is opened.  The SOC establishes overall response priorities and coordinates with federal responders.



	Terrorism
	The calculated use of violence or the threat of violence to attain goals that are political, religious or ideological in nature.  This can be done through intimidation, coercion or instilling fear.  Terrorism includes a criminal act against persons or property that is intended to influence an audience beyond the immediate victims.




Operational Area (County) Exercise Contacts
The following contacts in each Operational Areas (counties) participating in the Golden Guardian Exercise 2005 are your point of contact to conduct the medical and health portion of the exercise play.  

	COUNTY
	CONTACT NAME, TITLE & ADDRESS
	CONTACT INFORMATION

	Alameda
	Jim Morrissey

Alameda EMS

1000 San Leandro Blvd. Ste 100

San Leandro, CA  94577
	Phone:  510-618-2036 

Fax:  510-618-2099

Pager: 415-208-0936

Email:  jim.morrissey@acgov.org

	Contra Costa
	Dan Guerra

Contra Costa EMS

1340 Arnold Drive, Ste. 126

Martinez, CA  94590
	Phone:  925-646-4690

Fax:  925-646-4379

Email: DGuerra@hsd.co.contra-costa.ca.us    

	Placer
	Young Rodriguez

Placer County OES

2968 Richardson Street

Auburn, CA  95603
	Phone:  530-886-5300

Fax:  530-886-5343

Email:  yrodrigu@placer.ca.gov 

	Sacramento
	Bruce Wagner

Sacramento Co. EMS

9616 Micron Avenue, Suite 635

Sacramento, CA 95827
	Phone:  916-875-9753

Fax:  916-875-9711

Email:  wagnerems@msn.com

	San Francisco
	Mary Ellen Carroll
San Francisco Department of 

Public Health
68-12th Street

San Francisco, CA  94103
	Phone:  415-554-2692
Fax:  415-554-2552
Email:  Maryellen.carroll@sfdph.org  

	San Mateo
	Glen Youngblood
San Mateo EMS

225 37th Avenue

San Mateo, CA  94403
	Phone:  650-573-3768
Fax:  650-573-2029

Email:  gyoungblood@co.sanmateo.ca.us 

	Santa Clara
	Barbara Osterman

EMS Administrator

645 South Bascom Avenue

San Jose, CA 95128
	Phone: 408-793-2012

Fax: 408-885-3538

Email: Barbara.osterman@hhs.co.santa-clara.ca.us 

	Yolo
	Dan McCanta

Yolo OES

35 North Cottonwood Street

Woodland, CA  95698
	Phone:  530-666-8930

Fax:  530-666-8909

Email:  dan.mccanta@yolocounty.org

	California Homeland Security Exercise and Evaluation Program
	Cheryl Starling, RN

CA-HSEEP

9800 Goethe Road

Mail Stop 46

Sacramento, CA 95826
	Cell Phone:  916-826-6399

Fax:  916-227-3590

Email:  Cheryl.starling@ca.ngb.army.mil 


Governor’s Office of Emergency Services

Mutual Aid Regions
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